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complaints must be filed within 180
days of the alleged act of discrimina-
tion. The NACIC may extend this time
period for good cause.

(e) If the NACIC receives a complaint
over which it does not have jurisdic-
tion, it shall promptly notify the com-
plainant and shall make reasonable ef-
forts to refer the complaint to the ap-
propriate government entity.

(f) The NACIC shall notify the Archi-
tectural and Transportation Barriers
Compliance Board upon receipt of any
complaint alleging that a building or
facility that is subject to the Ameri-
cans with Disabilities Act Accessibility
Guidelines is not readily accessible to
and usable by individuals with disabil-
ities.

(g) Within 180 days of the receipt of a
complete complaint for which it has ju-
risdiction, The NACIC shall notify the
complainant of the results of the inves-
tigation in a letter containing:

(1) Findings of fact and conclusions
of law;

(2) A description of a remedy for each
violation found; and

(3) A notice of the right to appeal.

32 CFR Ch. XVIII (7-1-18 Edition)

(h) Appeals of the findings of fact and
conclusions of law or remedies must be
filed by the complainant within 90 days
of receipt from the NACIC of the letter
required by paragraph (g) of this sec-
tion. The NACIC may extend this time
for good cause.

(i) Timely appeals shall be accepted
and processed by the Director.

(j) The NACIC shall notify the com-
plainant of the results of the appeal
within 60 days of the receipt of the re-
quest. If the NACIC determines that it
needs additional information from the
complainant, it shall have 60 days from
the date it receives the additional in-
formation to make its determination
on the appeal.

(k) The time limits cited in para-
graphs (g) and (j) of this section may be
extended with the permission of the
Assistant Attorney General.

(1) The Director may delegate the au-
thority for conducting complaint in-
vestigations to other Federal agencies,
except that the authority for making
the final determination may not be
delegated.

PARTS 1808-1899 [RESERVED]
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PART 1900—PUBLIC ACCESS TO
CIA RECORDS UNDER THE FREE-

DOM OF INFORMATION ACT
(FOIA)

GENERAL
Sec.
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1900.02 Definitions.

1900.03 Contact for general information and
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1900.42 Right of appeal and appeal proce-
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AUTHORITY: National Security Act of 1947,
as amended; Central Intelligence Agency Act
of 1949, as amended; Freedom of Information
Act, as amended; CIA Information Act of
1984; and Executive Order 12958 , 60 FR 19825,
3 CFR 1996 Comp., p. 333-356 (or successor Or-
ders).

SOURCE: 62 FR 32481, June 16, 1997, unless
otherwise noted.
GENERAL

§1900.01 Authority and purpose.

This part is issued under the author-
ity of and in order to implement the
Freedom of Information Act (FOIA), as
amended (b U.S.C. 552); the CIA Infor-

mation Act of 1984 (60 U.S.C. 431); sec.
102 of the National Security Act of
1947, as amended (60 U.S.C. 403); and
sec. 6 of the Central Intelligence Agen-
cy Act of 1949, as amended (50 U.S.C.
403g). It prescribes procedures for:

(a) Requesting information on avail-
able CIA records, or the CIA adminis-
tration of the FOIA, or estimates of
fees that may become due as a result of
a request;

(b) Requesting records pursuant to
the FOIA; and

(c) Filing an administrative appeal of
an initial adverse decision under the
FOIA.

§1900.02 Definitions.

For purposes of this part, the fol-
lowing terms have the meanings indi-
cated:

(a) Agency or CIA means the United
States Central Intelligence Agency
acting through the CIA Information
and Privacy Coordinator;

(b) Days means calendar days when
the Agency is operating and specifi-
cally excludes Saturdays, Sundays, and
legal public holidays. Three (3) days
may be added to any time limit im-
posed on a requester by this part if re-
sponding by U.S. domestic mail; ten
(10) days may be added if responding by
international mail;

(c) Control means ownership or the
authority of the CIA pursuant to fed-
eral statute or privilege to regulate of-
ficial or public access to records;

(d) Coordinator means the CIA Infor-
mation and Privacy Coordinator who
serves as the Agency manager of the
information review and release pro-
gram instituted under the Freedom of
Information Act;

(e) Direct costs means those expendi-
tures which an agency actually incurs
in the processing of a FOIA request; it
does not include overhead factors such
as space; it does include:

(1) Pages means paper copies of stand-
ard office size or the dollar value
equivalent in other media;

(2) Reproduction means generation of
a copy of a requested record in a form
appropriate for release;

(3) Review means all time expended in
examining a record to determine
whether any portion must be withheld
pursuant to law and in effecting any

399



§1900.02

required deletions but excludes per-
sonnel hours expended in resolving gen-
eral legal or policy issues; it also
means personnel hours of professional
time;

(4) Search means all time expended in
looking for and retrieving material
that may be responsive to a request
utilizing available paper and electronic
indices and finding aids; it also means
personnel hours of professional time or
the dollar value equivalent in com-
puter searches;

(f) Expression of interest means a writ-
ten communication submitted by a
member of the public requesting infor-
mation on or concerning the FOIA pro-
gram and/or the availability of docu-
ments from the CIA;

(g) Federal agency means any execu-
tive department, military department,
or other establishment or entity in-
cluded in the definition of agency in 5
U.S.C. 552(f);

(h) Fees means those direct costs
which may be assessed a requester con-
sidering the categories established by
the FOIA; requesters should submit in-
formation to assist the Agency in de-
termining the proper fee category and
the Agency may draw reasonable infer-
ences from the identity and activities
of the requester in making such deter-
minations; the fee categories include:

(1) Commercial means a request in
which the disclosure sought is pri-
marily in the commercial interest of
the requester and which furthers such
commercial, trade, income or profit in-
terests;

(2) Non-commercial educational or Sci-
entific institution means a request from
an accredited TUnited States edu-
cational institution at any academic
level or institution engaged in research
concerning the social, biological, or
physical sciences or an instructor or
researcher or member of such institu-
tions; it also means that the informa-
tion will be used in a specific scholarly
or analytical work, will contribute to
the advancement of public knowledge,
and will be disseminated to the general
public;

(3) Representative of the news media re-
fers to any person actively gathering
news for an entity that is organized
and operated to publish or broadcast
news to the public. The term ‘‘news”

32 CFR Ch. XIX (7-1-18 Edition)

means information that is about cur-
rent events or that would be of current
interest to the public. Examples of
news media entities include television
or radio stations broadcasting to the
public at large, and publishers of peri-
odicals (but only in those instances
when they can qualify as disseminators
of “news’’) who make their products
available for purchase or subscription
by the general public. These examples
are not intended to be all-inclusive.
Moreover, as traditional methods of
news delivery evolve (e.g., electronic
dissemination of newspapers through
telecommunications services), such al-
ternative media would be included in
this category. In the case of ‘‘free-
lance’ journalists, they may be re-
garded as working for a news organiza-
tion if they can demonstrate a solid
basis for expecting publication through
that organization, even though not ac-
tually employed by it. A publication
contract would be the clearest proof,
but agencies may also look to the past
publication record of a requestor in
making this determination:

(4) All other means a request from an
individual not within paragraph (h)(1),
(2), or (3) of this section;

(i) Freedom of Information Act or
“FOIA” means the statutes as codified
at 5 U.S.C. 552;

(j) Interested party means any official
in the executive, military, congres-
sional, or judicial branches of govern-
ment, United States or foreign, or U.S.
Government contractor who, in the
sole discretion of the CIA, has a subject
matter or physical interest in the doc-
uments or information at issue;

(k) Originator means the U.S. Govern-
ment official who originated the docu-
ment at issue or successor in office or
such official who has been delegated re-
lease or declassification authority pur-
suant to law;

(1) Potential requester means a person,
organization, or other entity who sub-
mits an expression of interest;

(m) Reasonably described records
means a description of a document
(record) by unique identification num-
ber or descriptive terms which permit
an Agency employee to locate docu-
ments with reasonable effort given ex-
isting indices and finding aids;
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(n) Records or agency records means
all documents, irrespective of physical
or electronic form, made or received by
the CIA in pursuance of federal law or
in connection with the transaction of
public business and appropriate for
preservation by the CIA as evidence of
the organization, functions, policies,
decisions, procedures, operations, or
other activities of the CIA or because
of the informational value of the data
contained therein; it does not include:

(1) Books, newspapers, magazines, jour-
nals, magnetic or printed transcripts of
electronic broadcasts, or similar public
sector materials acquired generally and/
or maintained for library or reference
purposes; to the extent that such mate-
rials are incorporated into any form of
analysis or otherwise distributed or
published by the Agency, they are fully
subject to the disclosure provisions of
the FOIA;

(2) Indezx, filing, or museum documents
made or acquired and preserved solely
for reference, indexing, filing, or exhi-
bition purposes; and

(3) Routing and transmittal sheets and
notes and filing or destruction mnotes
which do not also include information,
comment, or statements of substance;

(0) Responsive records means those
documents (i.e., records) which the
Agency has determined to be within
the scope of a FOIA request.

[62 FR 32481, June 16, 1997, as amended at 72
FR 39316, July 18, 2007]

§1900.03 Contact for general informa-
tion and requests.

For general information on this part,
to inquire about the FOIA program at
CIA, or to file a FOIA request (or ex-
pression of interest), please direct your
communication in writing to the Infor-
mation and Privacy Coordinator, Cen-
tral Intelligence Agency, Washington,
DC 20505. Such inquiries will also be ac-
cepted by facsimile at (703) 613-3007.
For general information or status in-
formation on pending cases only, the
telephone number is (703) 613-1287. Col-
lect calls cannot be accepted.

§1900.04 Suggestions and complaints.

The Agency welcomes suggestions or
complaints with regard to its adminis-
tration of the Freedom of Information
Act. Many requesters will receive pre-

§1900.12

paid, customer satisfaction survey
cards. Letters of suggestion or com-
plaint should identify the specific pur-
pose and the issues for consideration.
The Agency will respond to all sub-
stantive communications and take
such actions as determined feasible and
appropriate.

FILING OF FOIA REQUESTS

§1900.11 Preliminary Information.

Members of the public shall address
all communications to the CIA Coordi-
nator as specified at 32 CFR 1900.03 and
clearly delineate the communication
as a request under the Freedom of In-
formation Act and this regulation. CIA
employees receiving a communication
in the nature of a FOIA request shall
expeditiously forward same to the Co-
ordinator. Requests and appeals on re-
quests, referrals, or coordinations re-
ceived from members of the public who
owe outstanding fees for information
services at this or other federal agen-
cies will not be accepted and action on
all pending requests shall be termi-
nated in such circumstances.

§1900.12 Requirements as to form and
content.

(a) Required information. No par-
ticular form is required. A request need
only reasonably describe the records of
interest. This means that documents
must be described sufficiently to en-
able a professional employee familiar
with the subject to locate the docu-
ments with a reasonable effort. Com-
monly this equates to a requirement
that the documents must be locatable
through the indexing of our various
systems. Extremely broad or vague re-
quests or requests requiring research
do not satisfy this requirement.

(b) Additional information for fee deter-
mination. In addition, a requester
should provide sufficient personal iden-
tifying information to allow us to de-
termine the appropriate fee category.
A requester should also provide an
agreement to pay all applicable fees or
fees not to exceed a certain amount or
request a fee waiver.

(c) Otherwise. Communications which
do not meet these requirements will be
considered an expression of interest
and the Agency will work with, and
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offer suggestions to, the potential re-
quester in order to define a request
properly.

§1900.13 Fees for record services.

(a) In general. Search, review, and re-
production fees will be charged in ac-
cordance with the provisions below re-
lating to schedule, limitations, and
category of requester. Applicable fees
will be due even if our search locates
no responsive records or some or all of
the responsive records must be denied
under one or more of the exemptions of
the Freedom of Information Act.

(b) Fee waiver requests. Records will
be furnished without charge or at a re-
duced rate whenever the Agency deter-
mines:

(1) That, as a matter of administra-
tive discretion, the interest of the
United States Government would be
served, or

(2) That it is in the public interest
because it is likely to contribute sig-
nificantly to the public understanding
of the operations or activities of the
United States Government and is not
primarily in the commercial interest of
the requester; the Agency shall con-
sider the following factors when mak-
ing this determination:

(i) Whether the subject of the request
concerns the operations or activities of
the United States Government; and, if
S0,

(ii) Whether the disclosure of the re-
quested documents is likely to con-
tribute to an understanding of United
States Government operations or ac-
tivities; and, if so,

(iii) Whether the disclosure of the re-
quested documents will contribute to
public understanding of United States
Government operations or activities;
and, if so,

(iv) Whether the disclosure of the re-
quested documents is likely to con-
tribute significantly to public under-
standing of United States Government
operations and activities; and

(v) Whether the requester has a com-
mercial interest that would be
furthered by the requested disclosure;
and, if so,

(vi) Whether the disclosure is pri-
marily in the commercial interest of
the requester.

32 CFR Ch. XIX (7-1-18 Edition)

(c) Fee waiver appeals. Denials of re-
quests for fee waivers or reductions
may be appealed to the Chair of the
Agency Release Panel via the Coordi-
nator. A requester is encouraged to
provide any explanation or argument
as to how his or her request satisfies
the statutory requirement set forth
above.

(d) Time for fee waiver requests and ap-
peals. It is suggested that such requests
and appeals be made and resolved prior
to the initiation of processing and the
incurring of costs. However, fee waiver
requests will be accepted at any time
prior to the release of documents or
the completion of a case, and fee waiv-
er appeals within forty-five (45) days of
our initial decision subject to the fol-
lowing condition: If processing has
been initiated, then the requester must
agree to be responsible for costs in the
event of an adverse administrative or
judicial decision.

(e) Agreement to pay fees. In order to
protect requesters from large and/or
unanticipated charges, the Agency will
request specific commitment when it
estimates that fees will exceed $100.00.
The Agency will hold in abeyance for
forty-five (45) days requests requiring
such agreement and will thereafter
deem the request closed. This action, of
course, would not prevent an individual
from refiling his or her FOIA request
with a fee commitment at a subsequent
date.

(f) Deposits. The Agency may require
an advance deposit of up to 100 percent
of the estimated fees when fees may ex-
ceed $250.00 and the requester has no
history of payment, or when, for fees of
any amount, there is evidence that the
requester may not pay the fees which
would be accrued by processing the re-
quest. The Agency will hold in abey-
ance for forty-five (45) days those re-
quests where deposits have been re-
quested.

(g) Schedule of fees—(1) In general. The
schedule of fees for services performed
in responding to requests for records is
established as follows:

Personnel Search and Review

Clerical/Technical .......ccccceevveannnn Quarter hour $5.00
Professional/Supervisory . ... | Quarter hour 10.00
Manager/Senior Professional ......... Quarter hour 18.00
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Computer Search and Production

Search (on-line) Flat rate ........ 10.00

Search (off-line) .. Flat rate ........ 30.00

Other activity Per minute ... 10.00

Tapes (mainframe cassette) Each ...

Tapes (mainframe cartridge) Each

Tapes (mainframe reel) .. Each

Tapes (PC 9mm) ... Each

Diskette (3.5”) ..... Each

CD (bulk recorded Each

CD (recordable) .. Each

Telecommunicatio Per m .

Paper (mainframe pri . Per page .. .10

Paper (PC b&w laser printe Per page .10

Paper (PC color printer) Per page .. 1.00
Paper Production

Photocopy (standard or legal) Per page ....... .10

Microfiche .......ccccccveiininns Per frame ... .20

Pre-printed (if available) Per 100 5.00

pages.
Published (if available) ................... Per item ........ NTIS

(2) Application of schedule. Personnel
search time includes time expended in
either manual paper records searches,
indices searches, review of computer
search results for relevance, personal
computer system searches, and various
reproduction services. In any event
where the actual cost to the Agency of
a particular item is less than the above
schedule (e.g., a large production run of
a document resulted in a cost less than
$5.00 per hundred pages), then the ac-
tual lesser cost will be charged. Items
published and available at the National
Technical Information Service (NTIS)
are also available from CIA pursuant to
this part at the NTIS price as author-
ized by statute.

(3) Other services. For all other types
of output, production, or reproduction
(e.g., photographs, maps, or published
reports), actual cost or amounts au-
thorized by statute. Determinations of
actual cost shall include the commer-
cial cost of the media, the personnel
time expended in making the item to
be released, and an allocated cost of
the equipment used in making the
item, or, if the production is effected
by a commercial service, then that
charge shall be deemed the actual cost
for purposes of this part.

(h) Limitations on collection of fees—(1)
In general. No fees will be charged if
the cost of collecting the fee is equal to
or greater than the fee itself. That cost
includes the administrative costs to
the Agency of billing, receiving, re-
cording, and processing the fee for de-
posit to the Treasury Department and,

§1900.14

as of the date of these regulations, is
deemed to be $10.00.

(2) Requests for personal information.
No fees will be charged for requesters
seeking records about themselves
under the FOIA; such requests are
processed in accordance with both the
FOIA and the Privacy Act in order to
ensure the maximum disclosure with-
out charge.

(i) Fee categories. There are four cat-
egories of FOIA requesters for fee pur-
poses: Commercial use requesters, edu-
cational and non-commercial scientific in-
stitution requesters, representatives of
the news media requesters, and all other
requesters. The categories are defined
in §1900.02, and applicable fees, which
are the same in two of the categories,
will be assessed as follows:

(1) Commercial use requesters: Charges
which recover the full direct costs of
searching for, reviewing, and dupli-
cating responsive records (if any);

(2) Educational and non-commercial sci-
entific institution requesters as well as
“representatives of the news media’ re-
questers: Only charges for reproduction
beyond the first 100 pages;

(38) All other requesters: Charges
which recover the full direct cost of
searching for and reproducing respon-
sive records (if any) beyond the first
100 pages of reproduction and the first
two hours of search time which will be
furnished without charge.

(j) Associated requests. A requester or
associated requesters may not file a se-
ries of multiple requests, which are
merely discrete subdivisions of the in-
formation actually sought for the pur-
pose of avoiding or reducing applicable
fees. In such instances, the Agency
may aggregate the requests and charge
the applicable fees.

§1900.14 Fee estimates
option).

In order to avoid unanticipated or po-
tentially large fees, a requester may
submit a request for a fee estimate.
The Agency will endeavor within ten
(10) days to provide an accurate esti-
mate, and, if a request is thereafter
submitted, the Agency will not accrue
or charge fees in excess of our estimate
without the specific permission of the
requester. Effective October 2, 1997, the
ten (10) day provision is modified to

(pre-request
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twenty (20) days pursuant to the Elec-
tronic Freedom of Information Act
Amendments of 1996.

CIA ACTION ON FOIA REQUESTS

§1900.21 Processing of requests for
records.

(a) In general. Requests meeting the
requirements of §§1900.11 through
1900.13 shall be accepted as formal re-
quests and processed under the Free-
dom of Information Act, 5 U.S.C. 552,
and these regulations. Upon receipt,
the Agency shall within ten (10) days
record each request, acknowledge re-
ceipt to the requester in writing, and
thereafter effect the necessary
taskings to the CIA components rea-
sonably believed to hold responsive
records. Effective October 2, 1997, the
ten (10) day provision is modified to
twenty (20) days pursuant to the Elec-
tronic Freedom of Information Act
Amendments of 1996.

(b) Database of “‘officially released in-
formation.” As an alternative to exten-
sive tasking and as an accommodation
to many requesters, the Agency main-
tains a database of ‘‘officially released
information” which contains copies of
documents released by this Agency.
Searches of this database, containing
currently in excess of 500,000 pages, can
be accomplished expeditiously. More-
over, requests that are specific and
well-focused will often incur minimal,
if any, costs. Requesters interested in
this means of access should so indicate
in their correspondence. Effective No-
vember 1, 1997 and consistent with the
mandate of the Electronic Freedom of
Information Act Amendments of 1996,
on-the public. Detailed information re-
garding such access will line electronic
access to these records will be avail-
able to be available at that time from
the point of contact specified in
§1900.03.

(c) Effect of certain exemptions. In
processing a request, the Agency shall
decline to confirm or deny the exist-
ence or nonexistence of any responsive
records whenever the fact of their ex-
istence or nonexistence is itself classi-
fied under Executive Order 12958 or re-
vealing of intelligence sources and
methods protected pursuant to section
103(c)(5) of the National Security Act of

32 CFR Ch. XIX (7-1-18 Edition)

1947. In such circumstances, the Agen-
cy, in the form of a final written re-
sponse, shall so inform the requester
and advise of his or her right to an ad-
ministrative appeal.

(d) Time for response. The Agency will
utilize every effort to determine within
the statutory guideline of ten (10) days
after receipt of an initial request
whether to comply with such a request.
However, the current volume of re-
quests require that the Agency seek
additional time from a requester pursu-
ant to 32 CFR 1900.33. In such event,
the Agency will inform the requester in
writing and further advise of his or her
right to file an administrative appeal
of any adverse determination. Effective
October 2, 1997, the ten (10) day provi-
sion is modified to twenty (20) days
pursuant to the Electronic Freedom of
Information Act Amendments of 1996.

§1900.22 Action and determination(s)
by originator(s) or any interested
party.

(a) Initial action for access. CIA com-
ponents tasked pursuant to a FOIA re-
quest shall search all relevant record
systems within their cognizance which
have not been excepted from search by
the provisions of the CIA Information
Act of 1984. They shall:

(1) Determine whether a record ex-
ists;

(2) Determine whether and to what
extent any FOIA exemptions apply;

(3) Approve the disclosure of all non-
exempt records or portions of records
for which they are the originator; and

(4) Forward to the Coordinator all
records approved for release or nec-
essary for coordination with or referral
to another originator or interested
party. In making these decisions, the
CIA component officers shall be guided
by the applicable law as well as the
procedures specified at 32 CFR 1900.31
and 32 CFR 1900.32 regarding confiden-
tial commercial information and per-
sonal information (about persons other
than the requester).

(b) Referrals and coordinations. As ap-
plicable and within ten (10) days of re-
ceipt by the Coordinator, any CIA
records containing information origi-
nated by other CIA components shall
be forwarded to those entities for ac-
tion in accordance with paragraph (a)

404



Central Intelligence Agency

of this section and return. Records
originated by other federal agencies or
CIA records containing other federal
agency information shall be forwarded
to such agencies within ten (10) days of
our completion of initial action in the
case for action under their regulations
and direct response to the requester
(for other agency records) or return to
the CIA (for CIA records). Effective Oc-
tober 2, 1997, the ten (10) day provision
is modified to twenty (20) days pursu-
ant to the Electronic Freedom of Infor-
mation Act Amendments of 1996.

§1900.23 Payment of fees, notification
of decision, and right of appeal.

(a) Fees in general. Fees collected
under this part do not accrue to the
Central Intelligence Agency and shall
be deposited immediately to the gen-
eral account of the United States
Treasury.

(b) Notification of decision. Upon com-
pletion of all required review and the
receipt of accrued fees (or promise to
pay such fees), the Agency will prompt-
ly inform the requester in writing of
those records or portions of records
which may be released and which must
be denied. With respect to the former,
the Agency will provide copies; with re-
spect to the latter, the Agency shall
explain the reasons for the denial, iden-
tify the person(s) responsible for such
decisions by name and title, and give
notice of a right of administrative ap-
peal.

(c) Availability of reading room. As an
alternative to receiving records by
mail, a requester may arrange to in-
spect the records deemed releasable at
a CIA ‘“‘reading room” in the metro-
politan Washington, DC area. Access
will be granted after applicable and ac-
crued fees have been paid. Requests to
review or browse documents in our
database of “‘officially released
records’” will also be honored in this
manner to the extent that paper copies
or electronic copies in unclassified
computer systems exist. All such re-
quests shall be in writing and ad-
dressed pursuant to 32 CFR 1900.03. The
records will be available at such times
as mutually agreed but not less than
three (3) days from our receipt of a re-
quest. The requester will be responsible

§1900.31

for reproduction charges for any copies
of records desired.

ADDITIONAL ADMINISTRATIVE MATTERS

§1900.31 Procedures for business in-
formation.

(a) In general. Business information
obtained by the Central Intelligence
Agency by a submitter shall not be dis-
closed pursuant to a Freedom of Infor-
mation Act request except in accord-
ance with this section. For purposes of
this section, the following definitions
apply:

(1) Business information means com-
mercial or financial information in
which a legal entity has a recognized
property interest;

(2) Confidential commercial information
means such business information pro-
vided to the United States Government
by a submitter which is reasonably be-
lieved to contain information exempt
from release under exemption (b)(4) of
the Freedom of Information Act, 5
U.S.C. 552, because disclosure could
reasonably be expected to cause sub-
stantial competitive harm;

(3) Submitter means any person or en-
tity who provides confidential commer-
cial information to the United States
Government; it includes, but is not
limited to, corporations, businesses
(however organized), state govern-
ments, and foreign governments; and

(b) Designation of confidential commer-
cial information. A submitter of busi-
ness information will use good-faith ef-
forts to designate, by appropriate
markings, either at the time of submis-
sion or at a reasonable time thereafter,
any portions of its submission that it
considers to be confidential commer-
cial information and hence protected
from required disclosure pursuant to
exemption (b)(4). Such designations
shall expire ten (10) years after the
date of the submission unless the sub-
mitter requests, and provides justifica-
tion for, a longer designation period.

(c) Process in event of FOIA request—
(1) Notice to submitters. The Agency
shall provide a submitter with prompt
written notice of receipt of a Freedom
of Information Act request encom-
passing business information whenever:
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(i) The submitter has in good faith
designated the information as con-
fidential commercial information, or

(ii) The Agency believes that disclo-
sure of the information could reason-
ably be expected to cause substantial
competitive harm, and

(iii) The information was submitted
within the last ten (10) years unless the
submitter requested and provided ac-
ceptable justification for a specific no-
tice period of greater duration.

(2) Form of notice. This notice shall ei-
ther describe the exact nature of the
confidential commercial information
at issue or provide copies of the respon-
sive records containing such informa-
tion.

(3) Response by submitter. (i) Within
seven (7) days of the above notice, all
claims of confidentiality by a sub-
mitter must be supported by a detailed
statement of any objection to disclo-
sure. Such statement shall:

(A) Specify that the information has
not been disclosed to the public;

(B) Explain why the information is
contended to be a trade secret or con-
fidential commercial information;

(C) Explain how the information is
capable of competitive damage if dis-
closed;

(D) State that the submitter will pro-
vide the Agency and the Department of
Justice with such litigation defense as
requested; and

(E) Be certified by an officer author-
ized to legally bind the corporation or
similar entity.

(ii) It should be noted that informa-
tion provided by a submitter pursuant
to this provision may itself be subject
to disclosure under the FOIA.

(4) Decision and notice of intent to dis-
close. (i) The Agency shall consider
carefully a submitter’s objections and
specific grounds for nondisclosure prior
to its final determination. If the Agen-
cy decides to disclose a document over
the objection of a submitter, the Agen-
cy shall provide the submitter a writ-
ten notice which shall include:

(A) A statement of the reasons for
which the submitter’s disclosure objec-
tions were not sustained;

(B) A description of the information
to be disclosed; and
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(C) A specified disclosure date which
is seven (7) days after the date of the
instant notice.

(ii) When notice is given to a sub-
mitter under this section, the Agency
shall also notify the requester and, if
the Agency notifies a submitter that it
intends to disclose information, then
the requester shall be notified also and
given the proposed date for disclosure.

(5) Notice of FOIA lawsuit. If a re-
quester initiates a civil action seeking
to compel disclosure of information as-
serted to be within the scope of this
section, the Agency shall promptly no-
tify the submitter. The submitter, as
specified above, shall provide such liti-
gation assistance as required by the
Agency and the Department of Justice.

(6) Exceptions to mnotice requirement.
The notice requirements of this section
shall not apply if the Agency deter-
mines that:

(i) The information should not be dis-
closed in light of other FOIA exemp-
tions;

(ii) The information has been pub-
lished lawfully or has been officially
made available to the public;

(iii) The disclosure of the informa-
tion is otherwise required by law or
federal regulation; or

(iv) The designation made by the sub-
mitter under this section appears frivo-
lous, except that, in such a case, the
Agency will, within a reasonable time
prior to the specified disclosure date,
give the submitter written notice of
any final decision to disclose the infor-
mation.

§1900.32 Procedures for information
concerning other persons.

(a) In general. Personal information
concerning individuals other than the
requester shall not be disclosed under
the Freedom of Information Act if the
proposed release would constitute a
clearly unwarranted invasion of per-
sonal privacy. See 5 U.S.C. 552(b)(6).
For purposes of this section, the fol-
lowing definitions apply:

(1) Personal information means any in-
formation about an individual that is
not a matter of public record, or easily
discernible to the public, or protected
from disclosure because of the implica-
tions that arise from Government pos-
session of such information.
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(2) Public interest means the public in-
terest in understanding the operations
and activities of the United States
Government and not simply any mat-
ter which might be of general interest
to the requester or members of the
public.

(b) Determination to be made. In mak-
ing the required determination under
this section and pursuant to exemption
(b)(6) of the FOIA, the Agency will bal-
ance the privacy interests that would
be compromised by disclosure against
the public interest in release of the re-
quested information.

(c) Otherwise. A requester seeking in-
formation on a third person is encour-
aged to provide a signed affidavit or
declaration from the third person
waiving all or some of their privacy
rights. However, all such waivers shall
be narrowly construed and the Coordi-
nator, in the exercise of his discretion
and administrative authority, may
seek clarification from the third party
prior to any or all releases.

§1900.33 Allocation of
agreed extensions of time.

(a) In general. Agency components
shall devote such personnel and other
resources to the responsibilities im-
posed by the Freedom of Information
Act as may be appropriate and reason-
able considering:

(1) The totality of resources available
to the component,

(2) The business demands imposed on
the component by the Director of Cen-
tral Intelligence or otherwise by law,

(3) The information review and re-
lease demands imposed by the Congress
or other governmental authority, and

(4) The rights of all members of the
public under the various information
review and disclosure laws.

(b) Discharge of FOIA responsibilities.
Components shall exercise due dili-
gence in their responsibilities under
the FOIA and must allocate a reason-
able level of resources to requests
under the Act in a strictly ‘‘first-in,
first-out” basis and utilizing two or
more processing queues to ensure that
smaller as well as larger (i.e., project)
cases receive equitable attention. The
Information and Privacy Coordinator
is responsible for management of the
Agency-wide program defined by this

resources;
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part and for establishing priorities for
cases consistent with established law.
The Director, Information Manage-
ment through the Agency Release
Panel shall provide policy and resource
direction as necessary and render deci-
sions on administrative appeals.

(c) Requests for extension of time. When
the Agency is unable to meet the stat-
utory time requirements of the FOIA,
it will inform the requester that the re-
quest cannot be processed within the
statutory time limits, provide an op-
portunity for the requester to limit the
scope of the request so that it can be
processed within the statutory time
limits, or arrange with the requester
an agreed upon time frame for proc-
essing the request, or determine that
exceptional circumstances mandate ad-
ditional time. In such instances the
Agency will, however, inform a re-
quester of his or her right to decline
our request and proceed with an admin-
istrative appeal or judicial review as
appropriate. Effective October 2 1997,
the definition of exceptional cir-
cumstances is modified per section
552(a)(6)(C) of the Freedom of Informa-
tion Act, as amended.

§1900.34 Requests for expedited proc-
essing.

(a) In general. All requests will be
handled in the order received on a
strictly ‘‘first-in, first-out’ basis. Ex-
ceptions to this rule will only be made
in accordance with the following proce-
dures. In all circumstances, however,
and consistent with established judi-
cial precedent, requests more properly
the scope of requests under the Federal
Rules of Civil or Criminal Procedure
(or other federal, state, or foreign judi-
cial or quasi-judicial rules) will not be
granted expedited processing under
this or related (e.g., Privacy Act) pro-
visions unless expressly ordered by a
federal court of competent jurisdiction.

(b) Procedure prior to October 2, 1997.
Requests for expedited processing shall
be granted only in circumstances that
the Agency deems to be exceptional. In
making this determination, the Agency
shall consider and must decide in the
affirmative on all of the following fac-
tors:

(i) That there is a genuine need for
the specific requested records; and
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(ii) That the personal need is excep-
tional; and

(iii) That there are no alternative fo-
rums for the records or information
sought; and

(iv) That it is reasonably believed
that substantive records relevant to
the stated needs may exist and be
deemed releasable.

(2) In sum, requests shall be consid-
ered for expedited processing only
when health, humanitarian, or due
process considerations involving pos-
sible deprivation of life or liberty cre-
ate circumstances of exceptional ur-
gency and extraordinary need.

(¢c) Procedure on or after October 2,
1997. Requests for expedited processing
will be approved only when a compel-
ling need is established to the satisfac-
tion of the Agency. A requester may
make such a request with a certifi-
cation of ‘‘compelling need’’ and, with-
in ten (10) days of receipt, the Agency
will decide whether to grant expedited
processing and will notify the re-
quester of its decision. The certifi-
cation shall set forth with specificity
the relevant facts upon which the re-
quester relies and it appears to the
Agency that substantive records rel-
evant to the stated needs may exist
and be deemed releasable. A ‘‘compel-
ling need”’ is deemed to exist:

(1) When the matter involves an im-
minent threat to the life or physical
safety of an individual; or

(2) When the request is made by a
person primarily engaged in dissemi-
nating information and the informa-
tion is relevant to a subject of public
urgency concerning an actual or al-
leged Federal government activity.

CIA ACTION ON FOIA ADMINISTRATIVE
APPEALS

§1900.41 Establishment of
structure.

appeals

(a) In general. Two administrative en-
tities have been established by the Di-
rector of Central Intelligence to facili-
tate the processing of administrative
appeals under the Freedom of Informa-
tion Act. Their membership, authority,
and rules of procedure are as follows.

(b) Historical Records Policy Board
(““HRPB’’ or “Board’’). This Board, the
successor to the CIA Information Re-
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view Committee, acts as the senior cor-
porate board in the CIA on all matters
of information review and release.

(1) Membership. The HRPB is com-
posed of the Executive Director, who
serves as its Chair, the Deputy Direc-
tor for Administration, the Deputy Di-
rector for Intelligence, the Deputy Di-
rector for Operations, the Deputy Di-
rector for Science and Technology, the
General Counsel, the Director of Con-
gressional Affairs, the Director of the
Public Affairs Staff, the Director, Cen-
ter for the Study of Intelligence, and
the Associate Deputy Director for Ad-
ministration/Information Services, or
their designees.

(2) Authorities and activities. The
HRPB, by majority vote, may delegate
to one or more of its members the au-
thority to act on any appeal or other
matter or authorize the Chair to dele-
gate such authority, as long as such
delegation is not to the same indi-
vidual or body who made the initial de-
nial. The Executive Secretary of the
HRPB is the Director, Information
Management. The Chair may request
interested parties to participate when
special equities or expertise are in-
volved.

(c) Agency Release Panel (‘““ARP’ or
“Panel’’). The HRPB, pursuant to its
delegation of authority, has estab-
lished a subordinate Agency Release
Panel.

(1) Membership. The ARP is composed
of the Director, Information Manage-
ment, who serves as its Chair; the In-
formation Review Officers from the Di-
rectorates of Administration, Intel-
ligence, Operations, Science and Tech-
nology, and the Director of Central In-
telligence Area; the CIA Information
and Privacy Coordinator; the Chief,
Historical Review Group; the Chair,
Publications Review Board; the Chief,
Records Declassification Program; and
representatives from the Office of Gen-
eral Counsel, the Office of Congres-
sional Affairs, and the Public Affairs
Staff.

(2) Authorities and activities. The
Panel shall meet on a regular schedule
and may take action when a simple
majority of the total membership is
present. The Panel shall advise and as-
sist the HRPB on all information re-
lease issues, monitor the adequacy and
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timeliness of Agency releases, set com-
ponent search and review priorities, re-
view adequacy of resources available to
and planning for all Agency release
programs, and perform such other func-
tions as deemed necessary by the
Board. The Information and Privacy
Coordinator also serves as Executive
Secretary of the Panel. The Chair may
request interested parties to partici-
pate when special equities or expertise
are involved. The Panel, functioning as
a committee of the whole or through
individual members, will make final
Agency decisions from appeals of ini-
tial adverse decisions under the Free-
dom of Information Act and such other
information release decisions made
under 32 CFR parts 1901, 1907, and 1908.
Issues shall be decided by a majority of
members present; in all cases of a di-
vided vote, any member of the ARP
then present may refer such matter to
the HRPB by written memorandum to
the Executive Secretary of the HRPB.
Matters decided by the Panel or Board
will be deemed a final decision by the
Agency.

§1900.42 Right of appeal and appeal
procedures.

(a) Right of Appeal. A right of admin-
istrative appeal exists whenever access
to any requested record or any portion
thereof is denied, no records are lo-
cated in response to a request, or a re-
quest for a fee waiver is denied. The
Agency will apprise all requesters in
writing of their right to appeal such
decisions to the CIA Agency Release
Panel through the Coordinator.

(b) Requirements as to time and form.
Appeals of decisions must be received
by the Coordinator within forty-five
(45) days of the date of the Agency’s
initial decision. The Agency may, for
good cause and as a matter of adminis-
trative discretion, permit an additional
thirty (30) days for the submission of
an appeal. All appeals shall be in writ-
ing and addressed as specified in 32
CFR 1900.03. All appeals must identify
the documents or portions of docu-
ments at issue with specificity and
may present such information, data,
and argument in support as the re-
quester may desire.

(c) Exceptions. No appeal shall be ac-
cepted if the requester has outstanding

§1900.44

fees for information services at this or
another federal agency. In addition, no
appeal shall be accepted if the informa-
tion in question has been the subject of
a review within the previous two (2)
years or is the subject of pending liti-
gation in the federal courts.

(d) Receipt, recording, and tasking. The
Agency shall promptly record each re-
quest received under this part, ac-
knowledge receipt to the requester in
writing, and thereafter effect the nec-
essary taskings to the Deputy Direc-
tor(s) in charge of the directorate(s)
which originated or has an interest in
the record(s) subject to the appeal. As
used herein, the term Deputy Director
includes an equivalent senior official in
the DCI-area as well as a designee
known as the Information Review Offi-
cer for a directorate or area.

(e) Time for response. The Agency
shall attempt to complete action on an
appeal within twenty (20) days of the
date of receipt. The current volume of
requests, however, often requires that
the Agency request additional time
from the requester pursuant to 32 CFR
1900.33. In such event, the Agency will
inform the requester of the right to ju-
dicial review.

§1900.43 Determination(s) by Deputy
Director(s).

Each Deputy Director in charge of a
directorate which originated or has an
interest in any of the records subject
to the appeal, or designee, is a required
party to any appeal; other interested
parties may become involved through
the request of the Coordinator when it
is determined that some or all of the
information is also within their official
cognizance. These parties shall respond
in writing to the Coordinator with a
finding as to the exempt status of the
information. This response shall be
provided expeditiously on a ‘‘first-in,
first-out” basis taking into account
the business requirements of the par-
ties and consistent with the informa-
tion rights of members of the general
public under the various information
review and release laws.

§1900.44 Action by appeals authority.

(a) Preparation of docket. The Coordi-
nator, acting in the capacity of Execu-
tive Secretary of the Agency Release
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Panel, shall place administrative ap-
peals of FOIA requests ready for adju-
dication on the agenda at the next oc-
curring meeting of that Panel. The Ex-
ecutive Secretary shall provide a sum-
mation memorandum for consideration
of the members; the complete record of
the request consisting of the request,
the document(s) (sanitized and full
text) at issue, and the findings of the
concerned Deputy Director(s) or des-
ignee(s).

(b) Decision by the Agency Release
Panel. The Agency Release Panel shall
meet and decide requests sitting as a
committee of the whole. Decisions are
by majority vote of those present at a
meeting and shall be based on the writ-
ten record and their deliberations; no
personal appearances shall be per-
mitted without the express permission
of the Panel.

(c) Decision by the Historical Records
Policy Board. In any cases of divided
vote by the ARP, any member of that
body is authorized to refer the request
to the CIA Historical Records Policy
Board which acts as the senior cor-
porate board for the Agency. The
record compiled (the request, the
memoranda filed by the originator and
interested parties, and the previous de-
cision(s)) as well as any memorandum
of law or policy the referent desires to
be considered, shall be certified by the
Executive Secretary of the Agency Re-
lease Panel and shall constitute the of-
ficial record of the proceedings and
must be included in any subsequent fil-
ings.

§1900.45 Notification of decision and
right of judicial review.

The Executive Secretary of the Agen-
cy Release Panel shall promptly pre-
pare and communicate the decision of
the Panel or Board to the requester.
With respect to any decision to deny
information, that correspondence shall
state the reasons for the decision, iden-
tify the officer responsible, and include
a notice of a right to judicial review.

PART 1901—PUBLIC RIGHTS UNDER
THE PRIVACY ACT OF 1974

GENERAL

Sec.
1901.01 Authority and purpose.
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1901.02 Definitions.

1901.03 Contact for general information and
requests.

1901.04 Suggestions and complaints.

FILING OF PRIVACY ACT REQUESTS

1901.11 Preliminary information.

1901.12 Requirements as to form.

1901.13 Requirements as to identification of
requester.

1901.14 Fees.

ACTION ON PRIVACY ACT REQUESTS

1901.21 Processing requests for access to or
amendment of records.

1901.22 Action and determination(s) by
originator(s) or any interested party.
1901.23 Notification of decision and right of

appeal.

ADDITIONAL ADMINISTRATIVE MATTERS

1901.31 Special procedures for medical and
psychological records.

1901.32 Requests for expedited processing.

1901.33 Allocation of resources; agreed ex-
tensions of time.

ACTION ON PRIVACY ACT ADMINISTRATIVE
APPEALS

1901.41 Establishment of appeals structure.

1901.42 Right of appeal and appeal proce-
dures.

1901.43 Determination(s) by Deputy Direc-
tor(s).

1901.44 Action by appeals authority.

1901.45 Notification of decision and right of
judicial review.

PROHIBITIONS

1901.51
1901.52

Limitations on disclosure.
Criminal penalties.

EXEMPTIONS

1901.61
1901.62
1901.63

AUTHORITY: National Security Act of 1947,
as amended; Central Intelligence Agency Act
of 1949, as amended; Privacy Act, as amend-
ed; and Executive Order 12958 (or successor
Orders).

SOURCE: 62 FR 32488, June 16, 1997, unless
otherwise noted.

Purpose and authority.
General exemptions.
Specific exemptions.

GENERAL

§1901.01 Authority and purpose.

(a) Authority. This part is issued
under the authority of and in order to
implement the Privacy Act of 1974 (b
U.S.C. 552a); sec. 102 of the National Se-
curity Act of 1947, as amended (50
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U.S.C. 403); and sec. 6 of the Central In-
telligence Agency Act of 1949, as
amended (560 U.S.C. 403g).

(b) Purpose in general. This part pre-
scribes procedures for a requester, as
defined herein:

(1) To request notification of whether
the Central Intelligence Agency main-
tains a record concerning them in any
non-exempt portion of a system of
records or any non-exempt system of
records;

(2) To request a copy of all non-ex-
empt records or portions of records;

(3) To request that any such record
be amended or augmented; and

(4) To file an administrative appeal
to any initial adverse determination to
deny access to or amend a record.

(c) Other purposes. This part also sets
forth detailed limitations on how and
to whom the Agency may disclose per-
sonal information and gives notice that
certain actions by officers or employ-
ees of the United States Government or
members of the public could constitute
criminal offenses.

§1901.02 Definitions.

For purposes of this part, the fol-
lowing terms have the meanings indi-
cated:

(a) Agency or CIA means the United
States Central Intelligence Agency
acting through the CIA Information
and Privacy Coordinator;

(b) Days means calendar days when
the Agency is operating and specifi-
cally excludes Saturdays, Sundays, and
legal public holidays. Three (3) days
may be added to any time limit im-
posed on a requester by this part if re-
sponding by U.S. domestic mail; ten
(10) days may be added if responding by
international mail;

(c) Control means ownership or the
authority of the CIA pursuant to fed-
eral statute or privilege to regulate of-
ficial or public access to records;

(d) Coordinator means the CIA Infor-
mation and Privacy Coordinator who
serves as the Agency manager of the
information review and release pro-
gram instituted under the Privacy Act;

(e) Federal agency means any execu-
tive department, military department,
or other establishment or entity in-
cluded in the definition of agency in 5
U.S.C. 552(f);

§1901.03

(f) Interested party means any official
in the executive, military, congres-
sional, or judicial branches of govern-
ment, United States or foreign, or U.S.
Government contractor who, in the
sole discretion of the CIA, has a subject
matter or physical interest in the doc-
uments or information at issue;

(g8) Maintain means maintain, collect,
use, or disseminate;

(h) Originator means the U.S. Govern-
ment official who originated the docu-
ment at issue or successor in office or
such official who has been delegated re-
lease or declassification authority pur-
suant to law;

(i) Privacy Act or PA means the stat-
ute as codified at 5 U.S.C. 552a;

(j) Record means an item, collection,
or grouping of information about an in-
dividual that is maintained by the Cen-
tral Intelligence Agency in a system of
records;

(k) Requester or individual means a
citizen of the United States or an alien
lawfully admitted for permanent resi-
dence who is a living being and to
whom a record might pertain;

(1) Responsive record means those doc-
uments (records) which the Agency has
determined to be within the scope of a
Privacy Act request;

(m) Routine use means, with respect
to the disclosure of a record, the use of
such record for a purpose which is com-
patible with the purpose for which the
record is maintained;

(n) System of records means a group of
any records under the control of the
Central Intelligence Agency from
which records are retrieved by the
name of an individual or by some iden-
tifying number, symbol, or other iden-
tifying particular assigned to that indi-
vidual.

§1901.03 Contact for general informa-
tion and requests.

For general information on this part,
to inquire about the Privacy Act pro-
gram at CIA, or to file a Privacy Act
request, please direct your communica-
tion in writing to the Information and
Privacy Coordinator, Central Intel-
ligence Agency, Washington, DC. 20505.
Requests with the required identifica-
tion statement pursuant to 32 CFR
1901.13 must be filed in original form by
mail. Subsequent communications and
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any inquiries will be accepted by mail
or facsimile at (703) 613-3007 or by tele-
phone at (703) 613-1287. Collect calls
cannot be accepted.

§1901.04 Suggestions and complaints.

The Agency welcomes suggestions or
complaints with regard to its adminis-
tration of the Privacy Act. Many re-
questers will receive pre-paid, cus-
tomer satisfaction survey cards. Let-
ters of suggestion or complaint should
identify the specific purpose and the
issues for consideration. The Agency
will respond to all substantive commu-
nications and take such actions as de-
termined feasible and appropriate.

FILING OF PRIVACY ACT REQUESTS

§1901.11 Preliminary information.

Members of the public shall address
all communications to the contact
specified at §1901.03 and clearly delin-
eate the communication as a request
under the Privacy Act and this regula-
tion. Requests and administrative ap-
peals on requests, referrals, and coordi-
nations received from members of the
public who owe outstanding fees for in-
formation services at this or other fed-
eral agencies will not be accepted and
action on existing requests and appeals
will be terminated in such cir-
cumstances.

§1901.12 Requirements as to form.

(a) In general. No particular form is
required. All requests must contain the
identification information required at
§1901.13.

(b) For access. For requests seeking
access, a requester should, to the ex-
tent possible, describe the nature of
the record sought and the record sys-
tem(s) in which it is thought to be in-
cluded. Requesters may find assistance
from information described in the Pri-
vacy Act Issuances Compilation which
is published biannually by the FEDERAL
REGISTER. In lieu of this, a requester
may simply describe why and under
what circumstances it is believed that
this Agency maintains responsive
records; the Agency will undertake the
appropriate searches.

(c) For amendment. For requests seek-
ing amendment, a requester should
identify the particular record or por-
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tion subject to the request, state a jus-
tification for such amendment, and
provide the desired amending language.
§1901.13 Requirements as to identi-
fication of requester.

(a) In general. Individuals seeking ac-
cess to or amendment of records con-
cerning themselves shall provide their
full (legal) name, address, date and
place of birth, and current citizenship
status together with a statement that
such information is true under penalty
of perjury or a notarized statement
swearing to or affirming identity. If
the Agency determines that this infor-
mation is not sufficient, the Agency
may request additional or clarifying
information.

(b) Requirement for aliens. Only aliens
lawfully admitted for permanent resi-
dence (PRAs) may file a request pursu-
ant to the Privacy Act and this part.
Such individuals shall provide, in addi-
tion to the information required under
paragraph (a) of this section, their
Alien Registration Number and the
date that status was acquired.

(c) Requirement for representatives. The
parent or guardian of a minor indi-
vidual, the guardian of an individual
under judicial disability, or an attor-
ney retained to represent an individual
shall provide, in addition to estab-
lishing the identity of the minor or in-
dividual represented as required in
paragraph (a) or (b) of this section, evi-
dence of such representation by sub-
mission of a certified copy of the mi-
nor’s birth certificate, court order, or
representational agreement which es-
tablishes the relationship and the re-
quester’s identity.

(d) Procedure otherwise. If a requester
or representative fails to provide the
information in paragraph (a), (b), or (c)
of this section within forty-five (45)
days of the date of our request, the
Agency will deem the request closed.
This action, of course, would not pre-
vent an individual from refiling his or
her Privacy Act request at a subse-
quent date with the required informa-
tion.

§1901.14 Fees.

No fees will be charged for any action
under the authority of the Privacy Act,
5 U.S.C. bb2a, irrespective of the fact
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that a request is or may be processed
under the authority of both the Pri-
vacy Act and the Freedom of Informa-
tion Act.

ACTION ON PRIVACY ACT REQUESTS

§1901.21 Processing requests for ac-
cess to or amendment of records.

(a) In general. Requests meeting the
requirements of 32 CFR 1901.11 through
1901.13 shall be processed under both
the Freedom of Information Act, 5
U.S.C. 552, and the Privacy Act, 5
U.S.C. 552a, and the applicable regula-
tions, unless the requester demands
otherwise in writing. Such requests
will be processed under both Acts re-
gardless of whether the requester cites
one Act in the request, both, or nei-
ther. This action is taken in order to
ensure the maximum possible disclo-
sure to the requester.

(b) Receipt, recording and tasking.
Upon receipt of a request meeting the
requirements of §§1901.11 through
1901.13, the Agency shall within ten (10)
days record each request, acknowledge
receipt to the requester, and thereafter
effect the necessary taskings to the
components reasonably believed to
hold responsive records.

(c) Effect of certain exemptions. In
processing a request, the Agency shall
decline to confirm or deny the exist-
ence or nonexistence of any responsive
records whenever the fact of their ex-
istence or nonexistence is itself classi-
fied under Executive Order 12958 or re-
vealing of intelligence sources and
methods protected pursuant to section
103(c)(b) of the National Security Act of
1947. In such circumstances, the Agen-
cy, in the form of a final written re-
sponse, shall so inform the requester
and advise of his or her right to an ad-
ministrative appeal.

(d) Time for response. Although the
Privacy Act does not mandate a time
for response, our joint treatment of re-
quests under both the Privacy Act and
the FOIA means that the Agency
should provide a response within the
FOIA statutory guideline of ten (10)
days on initial requests and twenty (20)
days on administrative appeals. How-
ever, the current volume of requests re-
quire that the Agency often seek addi-
tional time from a requester pursuant
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to 32 CFR 1901.33. In such event, the
Agency will inform the requester in
writing and further advise of his or her
right to file an administrative appeal.

§1901.22 Action and determination(s)
by originator(s) or any interested
party.

(a) Initial action for access. CIA com-
ponents tasked pursuant to a Privacy
Act access request shall search all rel-
evant record systems within their cog-
nizance. They shall:

(1) Determine whether responsive
records exist;

(2) Determine whether access must be
denied in whole or part and on what
legal basis under both Acts in each
such case;

(3) Approve the disclosure of records
for which they are the originator; and

(4) Forward to the Coordinator all
records approved for release or nec-
essary for coordination with or referral
to another originator or interested
party as well as the specific determina-
tions with respect to denials (if any).

(b) Initial action for amendment. CIA
components tasked pursuant to a Pri-
vacy Act amendment request shall re-
view the official records alleged to be
inaccurate and the proposed amend-
ment submitted by the requester. If
they determine that the Agency’s
records are not accurate, relevant,
timely or complete, they shall prompt-
ly:

(1) Make the amendment as re-
quested;

(2) Write to all other identified per-
sons or agencies to whom the record
has been disclosed (if an accounting of
the disclosure was made) and inform of
the amendment; and

(3) Inform the Coordinator of such de-
cisions.

(c) Action otherwise on amendment re-
quest. If the CIA component records
manager declines to make the re-
quested amendment or declines to
make the requested amendment but
agrees to augment the official records,
that manager shall promptly:

(1) Set forth the reasons for refusal;
and

(2) Inform the Coordinator of such de-
cision and the reasons therefore.
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(d) Referrals and coordinations. As ap-
plicable and within ten (10) days of re-
ceipt by the Coordinator, any CIA
records containing information origi-
nated by other CIA components shall
be forwarded to those entities for ac-
tion in accordance with paragraphs (a),
(b), or (c) of this section and return.
Records originated by other federal
agencies or CIA records containing
other federal agency information shall
be forwarded to such agencies within
ten (10) days of our completion of ini-
tial action in the case for action under
their regulations and direct response to
the requester (for other agency
records) or return to the CIA (for CIA
records).

(e) Effect of certain exemptions. This
section shall not be construed to allow
access to systems of records exempted
by the Director of Central Intelligence
pursuant to subsections (j) and (k) of
the Privacy Act or where those exemp-
tions require that the CIA can neither
confirm nor deny the existence or non-
existence of responsive records.

§1901.23 Notification of decision and
right of appeal.

Within ten (10) days of receipt of re-
sponses to all initial taskings and sub-
sequent coordinations (if any), and dis-
patch of referrals (if any), the Agency
will provide disclosable records to the
requester. If a determination has been
made not to provide access to re-
quested records (in light of specific ex-
emptions) or that no records are found,
the Agency shall so inform the re-
quester, identify the denying official,
and advise of the right to administra-
tive appeal.

ADDITIONAL ADMINISTRATIVE MATTERS

§1901.31 Special procedures for med-
ical and psychological records.

(a) In general. When a request for ac-
cess or amendment involves medical or
psychological records and when the
originator determines that such
records are not exempt from disclosure,
the Agency will, after consultation
with the Director of Medical Services,
determine:

(1) Which records may be sent di-
rectly to the requester and
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(2) Which records should not be sent
directly to the requester because of
possible medical or psychological harm
to the requester or another person.

(b) Procedure for records to be sent to
physician. In the event that the Agency
determines, in accordance with para-
graph (a)(2) of this section, that
records should not be sent directly to
the requester, the Agency will notify
the requester in writing and advise
that the records at issue can be made
available only to a physician of the re-
quester’s designation. Upon receipt of
such designation, verification of the
identity of the physician, and agree-
ment by the physician:

(1) To review the documents with the
requesting individual,

(2) To explain the meaning of the
documents, and

(3) To offer counseling designed to
temper any adverse reaction, the Agen-
cy will forward such records to the des-
ignated physician.

(c) Procedure if physician option not
available. If within sixty (60) days of
the paragraph (a)(2) of this section, the
requester has failed to respond or des-
ignate a physician, or the physician
fails to agree to the release conditions,
the Agency will hold the documents in
abeyance and advise the requester that
this action may be construed as a tech-
nical denial. The Agency will also ad-
vise the requester of the responsible of-
ficial and of his or her rights to admin-
istrative appeal and thereafter judicial
review.

§1901.3.2 Requests for expedited proc-
essing.

(a) All requests will be handled in the
order received on a strictly ‘‘first-in,
first-out” basis. Exceptions to this rule
will only be made in circumstances
that the Agency deems to be excep-
tional. In making this determination,
the Agency shall consider and must de-
cide in the affirmative on all of the fol-
lowing factors:

(1) That there is a genuine need for
the records; and

(2) That the personal need is excep-
tional; and

(3) That there are no alternative fo-
rums for the records sought; and

(4) That it is reasonably believed that
substantive records relevant to the
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stated needs may exist and be deemed
releasable.

(b) In sum, requests shall be consid-
ered for expedited processing only
when health, humanitarian, or due
process considerations involving pos-
sible deprivation of life or liberty cre-
ate circumstances of exceptional ur-
gency and extraordinary need. In ac-
cordance with established judicial
precedent, requests more properly the
scope of requests under the Federal
Rules of Civil or Criminal Procedure
(or equivalent state rules) will not be
granted expedited processing under
this or related (e.g., Freedom of Infor-
mation Act) provisions unless ex-
pressly ordered by a federal court of
competent jurisdiction.

§1901.33 Allocation of
agreed extensions of time.

(a) In general. Agency components
shall devote such personnel and other
resources to the responsibilities im-
posed by the Privacy Act as may be ap-
propriate and reasonable considering:

(1) The totality of resources available
to the component,

(2) The business demands imposed on
the component by the Director of Cen-
tral Intelligence or otherwise by law,

(3) The information review and re-
lease demands imposed by the Congress
or other governmental authority, and

(4) The rights of all members of the
public under the various information
review and disclosure laws.

(b) Discharge of Privacy Act respon-
sibilities. Components shall exercise due
diligence in their responsibilities under
the Privacy Act and must allocate a
reasonable level of resources to re-
quests under the Act in a strictly
“first-in, first-out’ basis and utilizing
two or more processing queues to en-
sure that smaller as well as larger (i.e.,
project) cases receive equitable atten-
tion. The Information and Privacy Co-
ordinator is responsible for manage-
ment of the Agency-wide program de-
fined by this part and for establishing
priorities for cases consistent with es-
tablished law. The Director, Informa-
tion Management through the Agency
Release Panel shall provide policy and
resource direction as necessary and
shall make determinations on adminis-
trative appeals.

resources;
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(c) Requests for extension of time.
While the Privacy Act does not specify
time requirements, our joint treatment
of requests under the FOIA means that
when the Agency is unable to meet the
statutory time requirements of the
FOIA, the Agency may request addi-
tional time from a requester. In such
instances the Agency will inform a re-
quester of his or her right to decline
our request and proceed with an admin-
istrative appeal or judicial review as
appropriate.

ACTION ON PRIVACY ACT
ADMINISTRATIVE APPEALS

§1901.41 Establishment of
structure.

appeals

(a) In general. Two administrative en-
tities have been established by the Di-
rector of Central Intelligence to facili-
tate the processing of administrative
appeals under the Freedom of Informa-
tion Act. Their membership, authority,
and rules of procedure are as follows.

(b) Historical Records Policy Board
(“HRPB’’ or “Board’’). This Board, the
successor to the CIA Information Re-
view Committee, acts as the senior cor-
porate board in the CIA on all matters
of information review and release.

(1) Membership. The HRPB is com-
posed of the Executive Director, who
serves as its Chair, the Deputy Direc-
tor for Administration, the Deputy Di-
rector for Intelligence, the Deputy Di-
rector for Operations, the Deputy Di-
rector for Science and Technology, the
General Counsel, the Director of Con-
gressional Affairs, the Director of the
Public Affairs Staff, the Director, Cen-
ter for the Study of Intelligence, and
the Associate Deputy Director for Ad-
ministration/Information Services, or
their designees.

(2) Authorities and activities. The
HRPB, by majority vote, may delegate
to one or more of its members the au-
thority to act on any appeal or other
matter or authorize the Chair to dele-
gate such authority, as long as such
delegation is not to the same indi-
vidual or body who made the initial de-
nial. The Executive Secretary of the
HRPB is the Director, Information
Management. The Chair may request
interested parties to participate when
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special equities or expertise are in-
volved.

(c) Agency Release Panel (‘““ARP’ or
“Panel’’). The HRPB, pursuant to its
delegation of authority, has estab-
lished a subordinate Agency Release
Panel.

(1) Membership. The ARP is composed
of the Director, Information Manage-
ment, who serves as its Chair; the In-
formation Review Officers from the Di-
rectorates of Administration, Intel-
ligence, Operations, Science and Tech-
nology, and the Director of Central In-
telligence Area; the CIA Information
and Privacy Coordinator; the Chief,
Historical Review Group; the Chair,
Publications Review Board; the Chief,
Records Declassification Program; and
representatives from the Office of Gen-
eral Counsel, the Office of Congres-
sional Affairs, and the Public Affairs
Staff.

(2) Authorities and activities. The
Panel shall meet on a regular schedule
and may take action when a simple
majority of the total membership is
present. The Panel shall advise and as-
sist the HRPB on all information re-
lease issues, monitor the adequacy and
timeliness of Agency releases, set com-
ponent search and review priorities, re-
view adequacy of resources available to
and planning for all Agency release
programs, and perform such other func-
tions as deemed mnecessary by the
Board. The Information and Privacy
Coordinator also serves as Executive
Secretary of the Panel. The Chair may
request interested parties to partici-
pate when special equities or expertise
are involved. The Panel, functioning as
a committee of the whole or through
individual members, will make final
Agency decisions from appeals of ini-
tial adverse decisions under the Free-
dom of Information Act and such other
information release decisions made
under 32 CFR parts 1901, 1907, and 1908.
Issues shall be decided by a majority of
members present; in all cases of a di-
vided vote, any member of the ARP
then present may refer such matter to
the HRPB by written memorandum to
the Executive Secretary of the HRPB.
Matters decided by the Panel or Board
will be deemed a final decision by the
Agency.
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§1901.42 Right of appeal and appeal
procedures.

(a) Right of Appeal. A right of admin-
istrative appeal exists whenever access
to any requested record or any portion
thereof is denied, no records are lo-
cated in response to a request, or a re-
quest for amendment is denied. The
Agency will apprise all requesters in
writing of their right to appeal such
decisions to the CIA Agency Release
Panel through the Coordinator.

(b) Requirements as to time and form.
Appeals of decisions must be received
by the Coordinator within forty-five
(45) days of the date of the Agency’s
initial decision. The Agency may, for
good cause and as a matter of adminis-
trative discretion, permit an additional
thirty (30) days for the submission of
an appeal. All appeals to the Panel
shall be in writing and addressed as
specified in 32 CFR 1901.03. All appeals
must identify the documents or por-
tions of documents at issue with speci-
ficity, provide the desired amending
language (if applicable), and may
present such information, data, and ar-
gument in support as the requester
may desire.

(c) Exceptions. No appeal shall be ac-
cepted if the requester has outstanding
fees for information services at this or
another federal agency. In addition, no
appeal shall be accepted if the informa-
tion in question has been the subject of
an administrative review within the
previous two (2) years or is the subject
of pending litigation in the federal
courts.

(d) Receipt, recording, and tasking. The
Agency shall promptly record each ad-
ministrative appeal, acknowledge re-
ceipt to the requester in writing, and
thereafter effect the necessary
taskings to the Deputy Director(s) in
charge of the directorate(s) which
originated or has an interest in the
record(s) subject to the appeal. As used
herein, the term Deputy Director in-
cludes an equivalent senior official
within the DCI-area as well as a des-
ignee known as the Information Re-
view Officer for a directorate or area.

§1901.43 Determination(s) by Deputy
Director(s).

Each Deputy Director in charge of a
directorate which originated or has an
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interest in any of the records subject
to the appeal, or designee, is a required
party to any appeal; other interested
parties may become involved through
the request of the Coordinator when it
is determined that some or all of the
information is also within their official
cognizance. These parties shall respond
in writing to the Coordinator with a
finding as to the exempt or non-exempt
status of the information including ci-
tations to the applicable exemption
and/or their agreement or disagree-
ment as to the requested amendment
and the reasons therefore. Each re-
sponse shall be provided expeditiously
on a ‘‘first-in, first-out” basis taking
into account the business requirements
of the parties and consistent with the
information rights of members of the
general public under the various infor-
mation review and release laws.

§1901.44 Action by appeals authority.

(a) Preparation of docket. The Coordi-
nator, acting as the Executive Sec-
retary of the Agency Release Panel,
shall place administrative appeals of
Privacy Act requests ready for adju-
dication on the agenda at the next oc-
curring meeting of that Panel. The Ex-
ecutive Secretary shall provide a sum-
mation memorandum for consideration
of the members; the complete record of
the request consisting of the request,
the document(s) (sanitized and full
text) at issue, and the findings of the
concerned Deputy Director(s) or des-
ignee(s).

(b) Decision by the Agency Release
Panel. The Agency Release Panel shall
meet and decide requests sitting as a
committee of the whole. Decisions are
by majority vote of those present at a
meeting and shall be based on the writ-
ten record and their deliberations; no
personal appearances shall be per-
mitted without the express permission
of the Panel.

(c) Decision by the Historical Records
Policy Board. In any cases of divided
vote by the ARP, any member of that
body is authorized to refer the request
to the CIA Historical Records Policy
Board which acts as the senior cor-
porate board for the Agency. The
record compiled (the request, the
memoranda filed by the originator and
interested parties, and the previous de-
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cision(s)) as well as any memorandum
of law or policy the referent desires to
be considered, shall be certified by the
Executive Secretary of the Agency Re-
lease Panel and shall constitute the of-
ficial record of the proceedings and
must be included in any subsequent fil-
ings.

§1901.45 Notification of decision and
right of judicial review.

(a) In general. The Executive Sec-
retary of the Agency Release Panel
shall promptly prepare and commu-
nicate the decision of the Panel or
Board to the requester. With respect to
any decision to deny information or
deny amendment, that correspondence
shall state the reasons for the decision,
identify the officer responsible, and in-
clude a notice of the right to judicial
review.

(b) For amendment requests. With fur-
ther respect to any decision to deny an
amendment, that correspondence shall
also inform the requester of the right
to submit within forty-five (45) days a
statement of his or her choice which
shall be included in the official records
of the CIA. In such cases, the applica-
ble record system manager shall clear-
ly note any portion of the official
record which is disputed, append the
requester’s statement, and provide cop-
ies of the statement to previous recipi-
ents (if any are known) and to any fu-
ture recipients when and if the dis-
puted information is disseminated in
accordance with a routine use.

PROHIBITIONS

§1901.51 Limitations on disclosure.

No record which is within a system of
records shall be disclosed by any means
of communication to any individual or
to another agency, except pursuant to
a written request by, or with the prior
written consent of, the individual to
whom the record pertains, unless dis-
closure of the record would be:

(a) To those officers and employees of
this Agency which maintains the
record who have a need for the record
in the performance of their duties;

(b) Required under the Freedom of
Information Act, 5 U.S.C. 552;

(c) For a routine use as defined in
§1901.02(m), as contained in the Privacy
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Act Issuances Compilation which is
published biennially in the FEDERAL
REGISTER, and as described in §§(a)(7)
and (e)(4)(D) of the Act;

(d) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of U.S.C.
Title 13;

(e) To a recipient who has provided
the Agency with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is
to be transferred in a form that is not
individually identifiable;

(f) To the National Archives and
Records Administration as a record
which has sufficient historical or other
value to warrant its continued preser-
vation by the United States Govern-
ment, or for evaluation by the Archi-
vist of the United States or designee to
determine whether the record has such
value;

(g) To another agency or to an in-
strumentality of any governmental ju-
risdiction within or under the control
of the United States for a civil or
criminal law enforcement activity if
the activity is authorized by law, and if
the head of that agency or instrumen-
tality has made a written request to
the CIA specifying the particular infor-
mation desired and the law enforce-
ment activity for which the record is
sought;

(h) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual if
upon such disclosure notification is
transmitted to the last known address
of such individual;

(i) To either House of Congress, or, to
the extent of matter within its juris-
diction, any committee or sub-
committee thereof, any joint com-
mittee of Congress or subcommittee of
any such joint committee;

(j) To the Comptroller General or any
of his authorized representatives in the
course of the performance of the duties
of the General Accounting Office; or

(k) To any agency, government in-
strumentality, or other person or enti-
ty pursuant to the order of a court of
competent jurisdiction of the United
States or constituent states.
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§1901.52 Criminal penalties.

(a) Unauthorized disclosure. Criminal
penalties may be imposed against any
officer or employee of the CIA who, by
virtue of employment, has possession
of or access to Agency records which
contain information identifiable with
an individual, the disclosure of which
is prohibited by the Privacy Act or by
these rules, and who, knowing that dis-
closure of the specific material is so
prohibited, willfully discloses the ma-
terial in any manner to any person or
agency not entitled to receive same.

(b) Unauthoriced maintenance. Crimi-
nal penalties may be imposed against
any officer or employee of the CIA who
willfully maintains a system of records
without meeting the requirements of
section (e)(4) of the Privacy Act, 5
U.S.C.552a. The Coordinator and the In-
spector General are authorized inde-
pendently to conduct such surveys and
inspect such records as necessary from
time to time to ensure that these re-
quirements are met.

(¢) Unauthorized requests. Criminal
penalties may be imposed upon any
person who knowingly and willfully re-
quests or obtains any record con-
cerning an individual from the CIA
under false pretenses.

EXEMPTIONS

§1901.61 Purpose and authority.

Purpose of exemptions. This part sets
forth those systems of records or por-
tions of systems of records which the
Director of Central Intelligence has de-
termined to exempt from the proce-
dures established by this regulation
and from certain provisions of the Pri-
vacy Act:

(a) The purpose of the following spec-
ified general exemption of polygraph
records is to prevent access and review
of records which intimately reveal CIA
operational methods. The purpose of
the general exemption from the provi-
sions of sections (¢)(3) and (e)(3) (A)-(D)
of the Privacy Act is to avoid disclo-
sures that may adversely affect ongo-
ing operational relationships with
other intelligence and related organi-
zations and thus reveal or jeopardize
intelligence sources and methods or
risk exposure of intelligence sources

418



Central Intelligence Agency

and methods in the processing of cov-
ert employment applications.

(b) The purpose of the general exemp-
tion from sections (d), (e)(4)(G), () (1),
and (g) of the Privacy Act is to protect
only those portions of systems of
records which if revealed would risk
exposure of intelligence sources and
methods or hamper the ability of the
CIA to effectively use information re-
ceived from other agencies or foreign
governments.

(c) It should be noted that by sub-
jecting information which would con-
sist of, reveal, or pertain to intel-
ligence sources and methods to sepa-
rate determinations by the Director of
Central Intelligence under the provi-
sion entitled ‘‘General exemptions,” 32
CFR 1901.62 regarding access and no-
tice, an intent is established to apply
the exemption from access and notice
only in those cases where notice in
itself would constitute a revelation of
intelligence sources and methods; in
all cases where only access to informa-
tion would reveal such source or meth-
od, notice will be given upon request.

(d) The purpose of the general exemp-
tion for records that consist of, pertain
to, or would otherwise reveal the iden-
tities of employees who provide infor-
mation to the Office of the Inspector
General is to implement section 17 of
the CIA Act of 1949, as amended, 50
U.S.C. 403q(e)(3), and to ensure that no
action constituting a reprisal or threat
of reprisal is taken because an em-
ployee has cooperated with the Office
of Inspector General.

(e) The purpose of the specific exemp-
tions provided for under section (k) of
the Privacy Act is to exempt only
those portions of systems of records
which would consist of, reveal, or per-
tain to that information which is enu-
merated in that section of the Act.

(f) In each case, the Director of Cen-
tral Intelligence currently or then in
office has determined that the enumer-
ated classes of information should be
exempt in order to comply with dealing
with the proper classification of na-
tional defense or foreign policy infor-
mation; protect the identification of
persons who provide information to the
CIA Inspector General; protect the pri-
vacy of other persons who supplied in-
formation under an implied or express
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grant of confidentiality in the case of
law enforcement or employment and
security suitability investigations (or
promotion material in the case of the
armed services); protect information
used in connection with protective
services under 18 U.S.C. 3056; protect
the efficacy of testing materials; and
protect information which is required
by statute to be maintained and used
solely as statistical records.

§1901.62

(a) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from all sections
of the Act—except sections b552a(b); (c)
(1) and (2); (e) (1), (D (A)—(F), (5), (6), (T,
(9), (10), and (11); and (i)—the following
systems of records or portions of
records in a system of record:

(1) Polygraph records.

(2) [Reserved]

(b) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from sections (c¢)(3)
and (e)(3) (A)—(D) of the Act all systems
of records maintained by this Agency.

(c) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from notification
under sections (e)(4)(G) and (f)(1) those
portions of each and all systems of
records which have been exempted
from individual access under section (j)
in those cases where the Coordinator
determines after advice by the respon-
sible components that confirmation of
the existence of a record may jeop-
ardize intelligence sources and meth-
ods. In such cases the Agency must nei-
ther confirm nor deny the existence of
the record and will advise a requester
that there is no record which is avail-
able pursuant to the Privacy Act of
1974.

(d) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from access by in-
dividuals under section (d) of the Act
those portions and only those portions
of all systems of records maintained by
the CIA that:

General exemptions.
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(1) Consist of, pertain to, or would
otherwise reveal intelligence sources
and methods;

(2) Consist of documents or informa-
tion provided by any foreign govern-
ment entity, international organiza-
tion, or, any United States federal,
state, or other public agency or author-
ity; and

(3) Consist of information which
would reveal the identification of per-
sons who provide information to the
CIA Inspector General.

(e) Pursuant to authority granted in
section (j) of the Privacy Act, the Di-
rector of Central Intelligence has de-
termined to exempt from judicial re-
view under section (g) of the Act all de-
terminations to deny access under sec-
tion (d) of the Act and all decisions to
deny notice under sections (e)(4)(G) and
(£)(1) of the Act pursuant to determina-
tion made under paragraph (c) of this
section when it has been determined by
an appropriate official of the CIA that
such access would disclose information
which would:

(1) Consist of, pertain to, or other-
wise reveal intelligence sources and
methods;

(2) Consist of documents or informa-
tion provided by any foreign govern-
ment entity, international organiza-
tion, or, any United States federal,
state, or other public agency or author-
ity; and

(3) Consist of information which
would reveal the identification of per-
sons who provide information to the
CIA Inspector General.

§1901.63 Specific exemptions.

Pursuant to authority granted in sec-
tion (k) of the Privacy Act, the Direc-
tor of Central Intelligence has deter-
mined to exempt from section (d) of
the Privacy Act those portions and
only those portions of all systems of
records maintained by the CIA that
would consist of, pertain to, or other-
wise reveal information that is:

(a) Classified pursuant to Executive
Order 12958 (or successor or prior
Order) and thus subject to the provi-
sions of 5 U.S.C. 552(b)(1) and 5 U.S.C.
5562a(k)(1);

(b) Investigatory in nature and com-
piled for law enforcement purposes,
other than material within the scope of
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section (j)(2) of the Act; provided how-
ever, that if an individual is denied any
right, privilege, or benefit to which
they are otherwise eligible, as a result
of the maintenance of such material,
then such material shall be provided to
that individual except to the extent
that the disclosure would reveal the
identity of a source who furnished the
information to the United States Gov-
ernment under an express promise of
confidentiality, or, prior to the effec-
tive date of this section, under an im-
plied promise of confidentiality;

(c) Maintained in connection with
providing protective services to the
President of the United States or other
individuals pursuant to 18 U.S.C. 3056;

(d) Required by statute to be main-
tained and used solely as statistical
records;

(e) Investigatory in nature and com-
piled solely for the purpose of deter-
mining suitability, eligibility, or quali-
fications for federal civilian employ-
ment, military service, federal con-
tracts, or access to classified informa-
tion, but only to the extent that the
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the TUnited
States Government under an express
promise of confidentiality, or, prior to
the effective date of this section, under
an implied promise of confidentiality;

(f) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the federal service the dis-
closure of which would compromise the
objectivity or fairness of the testing or
examination process; or

(g) Evaluation material used to de-
termine potential for promotion in the
armed services, but only to the extent
that the disclosure of such material
would reveal the identity of a source
who furnished information to the
United States Government under an
express promise of confidentiality, or,
prior to the effective date of this sec-
tion, under an implied promise of con-
fidentiality.

PART 1903—CONDUCT ON
AGENCY INSTALLATIONS

Sec.
1903.1 Definitions.
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1903.2
1903.3
1903.4

Applicability.

State law applicable.

Vehicles and traffic safety.

1903.5 Enforcement of parking regulations.

1903.6 Admission on to an Agency installa-
tion.

1903.7 Trespassing.

1903.8 Interfering with Agency functions.

1903.9 Explosives.

1903.10 Weapons.

1903.11 Restrictions on photographic, trans-
mitting, and recording equipment.

1903.12 Alcoholic beverages and controlled
substances.

1903.13 Intoxicated on an Agency installa-
tion.

1903.14 Disorderly conduct.

1903.15 Preservation of property.

1903.16 Restrictions on animals.

1903.17 Soliciting, vending, and debt collec-
tion.

1903.18 Distribution of materials.

1903.19 Gambling.

1903.20 Penalties and effects on other laws.

AUTHORITY: 50 U.S.C. 4030.

SOURCE: 63 FR 44786, Aug. 21, 1998, unless
otherwise noted.

§1903.1 Definitions.

As used in this part:

Agency installation. For the purposes
of this part, the term Agency installa-
tion means the property within the
Agency Headquarters Compound and
the property controlled and occupied
by the Federal Highway Administra-
tion located immediately adjacent to
such Compound, and property within
any other Agency installation and pro-
tected property (i.e., property owned,
leased, or otherwise controlled by the
Central Intelligence Agency).

Authorized person. An officer of the
Security Protective Service, or any
other Central Intelligence Agency em-
ployee who has been authorized by the
Director of Central Intelligence pursu-
ant to section 15 of the Central Intel-
ligence Agency Act of 1949 to enforce
the provisions of this part.

Blasting agents. The term is defined
for the purposes of this part as it is de-
fined in Title 18 U.S.C. 841.

Controlled Substance. Any drug or
other substance, or immediate pre-
cursor that has been defined as a con-
trolled substance in the Controlled
Substances Act (Title 21 U.S.C. 801 et
seq.).

Explosives/Explosive  Materials. The
term is defined for the purposes of this

§1903.1

part as it is defined in Title 18 U.S.C.
841.

Operator. A person who operates,
drives, controls, or otherwise has
charge of, or is in actual physical con-
trol of a mechanical mode of transpor-
tation or any other mechanical equip-
ment.

Permit. A written authorization to
engage in uses or activities that are
otherwise prohibited, restricted, or reg-
ulated.

Possession. Exercising direct physical
control or dominion, with or without
ownership, over the property.

State law. The applicable and non-
conflicting laws, statutes, regulations,
ordinances, and codes of the State(s)
and other political subdivision(s) with-
in whose exterior boundaries an Agen-
cy installation or a portion thereof is
located.

Traffic. Pedestrians, ridden or herded
animals, vehicles, and other convey-
ances, either singly or together, while
using any road, path, street, or other
thoroughfare for the purpose of travel.

Vehicles. Any vehicle that is self-pro-
pelled or designed for self-propulsion,
any motorized vehicle, and any vehicle
drawn by or designed to be drawn by a
motor vehicle, including any device in,
upon, or by which any person or prop-
erty is or can be transported or drawn
upon a roadway, highway, hallway, or
pathway; to include any device moved
by human or animal power. Whether
required to be licensed in any State or
otherwise.

Weapons. Any firearms or any other
loaded or unloaded pistol, rifle, shot-
gun, or other weapon which is designed
to, or may be readily converted to
expel a projectile by ignition of a pro-
pellant, by compressed gas, or which is
spring-powered. Any bow and arrow,
crossbow, blowgun, spear gun, hand-
thrown spear, sling-shot, irritant gas
device, explosive device, or any other
implement designed to discharge mis-
siles; or a weapon, device, instrument,
material, or substance, animate or in-
animate, that is used for or is readily
capable of, causing death or serious
bodily injury, including any weapon
the possession of which is prohibited
under the laws of the State in which
the Agency installation or portion
thereof is located; except that such
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term does not include a closing pocket
knife with a blade of less than 2%
inches in length.

§1903.2 Applicability.

The provisions of this part apply to
all Agency installations, and to all per-
sons entering on to or when on an
Agency installation. They supplement
the provisions of Title 18, TUnited
States Code, relating to crimes and
criminal procedures, and those provi-
sions of State law that are federal
criminal offenses by virtue of the As-
similative Crimes Act, 18 U.S.C. 13. The
Director of Central Intelligence, at his
discretion, may suspend the applica-
bility of this part, or a portion thereof,
on any Agency installation, or any por-
tion of the installation, covered under
this part. Where necessary and when
consistent with national security re-
quirements notices will be posted on
the affected Agency installation to in-
dicate that the applicability of this
part or a portion thereof has been sus-
pended.

§1903.3 State law applicable.

(a) Unless specifically addressed by
the regulations in this part, traffic
safety and the permissible use and op-
eration of vehicles within an Agency
installation are governed by State law.
State law that is now or may later be
in effect is adopted and made a part of
the regulations in this part.

(b) Violating a provision of State law
is prohibited.

§1903.4 Vehicles and traffic safety.

(a) Open container of alcoholic bev-
erage. (1) Each person within the vehi-
cle is responsible for complying with
the provisions of this section that per-
tain to carrying an open container. The
operator of the vehicle is the person re-
sponsible for complying with the provi-
sions of this section that pertain to the
storage of an open container.

(2) Carrying or storing a bottle, can,
or other receptacle containing an alco-
holic beverage that is open or has been
opened, or whose seal is broken, or the
contents of which have been partially
removed, within a vehicle on an Agen-
cy installation is prohibited.

(3) This section does not apply to:
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(i) An open container stored in the
trunk of a vehicle or, if a vehicle is not
equipped with a trunk, to an open con-
tainer stored in some other portion of
the vehicle designated for the storage
of luggage and not normally occupied
by or readily accessible to the operator
or passenger; or

(ii) An open container stored in the
living quarters of a motor home or
camper.

(4) For the purpose of paragraph
(a)(3)(1) of this section, a utility com-
partment or glove compartment is
deemed to be readily accessible to the
operator and passengers of a vehicle.

(b) Operating under the influence of al-
cohol, drugs, or controlled substances. (1)
Operating or being in actual physical
control of a vehicle is prohibited while.

(i) Under the influence of alcohol,
drug or drugs, a controlled substance,
or any combination thereof, to a degree
that renders the operator incapable of
safe operation; or

(ii) The alcohol concentration in the
operator’s blood is 0.08 grams or more
of alcohol per 100 milliliters of blood or
0.08 grams or more alcohol per 210 1li-
ters of breath. Provided, however, that
if the applicable State law that applies
to operating a vehicle while under the
influence of alcohol establishes more
restrictive limits of alcohol concentra-
tion in the operator’s blood or breath,
those limits supersede the limits speci-
fied in this section.

(2) The provisions or paragraph (b)(1)
of this section shall also apply to an
operator who is or has been legally en-
titled to use alcohol or another drug.

(3) Test. (i) At the request or direc-
tion of an authorized person who has
probable cause to believe that an oper-
ator of a vehicle within an Agency in-
stallation has violated a provision of
paragraph (b)(1) of this section, the op-
erator shall submit to one or more
tests of blood, breath, saliva, or urine
for the purpose of determining blood
alcohol, drug, and controlled substance
content.

(i1) Refusal by an operator to submit
to a test is prohibited and may result
in detention and citation by an author-
ized person. Proof of refusal many be
admissible in any related judicial pro-
ceeding.
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(iii) Any test or tests for the presence
of alcohol, drugs, and controlled sub-
stances shall be determined by and ad-
ministered at the direction of an offi-
cer of the Security Protective Service.

(iv) Any test shall be conducted by
using accepted scientific methods and
equipment of proven accuracy and reli-
ability and operated by personnel cer-
tified in its use.

(4) Presumptive levels. (i) The results
of chemical or other quantitative tests
are intended to supplement the ele-
ments of probable cause used as the
basis for the arrest of an operator
charged with a violation of this sec-
tion. If the alcohol concentration in
the operator’s blood or breath at the
time of the testing is less than the al-
cohol concentration specified in para-
graph (b)(1)(ii) of this section this fact
does not give rise to any presumption
that the operator is or is not under the
influence of alcohol.

(ii) The provisions of paragraph
(b)(4)(Q) of this section are not intended
to limit the introduction of any other
competent evidence bearing upon the
question of whether the operator, at
the time of the alleged violation, was
under the influence of alcohol, a drug
or drugs, or a controlled substance, or
any combination thereof.

[63 FR 44786, Aug. 21, 1998; 64 FR 27041, May
18, 1999]

§1903.5 Enforcement of parking regu-
lations.

(a) A vehicle parked in any location
without authorization, pursuant to a
fraudulent, fabricated, copied or al-
tered parking permit, or parked con-
trary to the directions of posted signs
or markings, shall be subject to any
penalties imposed by this section and
the vehicle may be removal from the
Agency installation a the owner’s risk
and expense. The Central Intelligence
Agency assumes no responsibility for
the payment of any fees or costs re-
lated to the removal and/or storage of
the vehicle which may be charged to
the owner of the vehicle by the towing
organization.

(b) The use, attempted use or posses-
sion of a fraudulent, fabricated, copied
or altered parking permit is prohibited.

(c) The blocking of entrances, drive-
ways, sidewalks, paths, loading plat-

§1903.6

forms, or fire hydrants on an Agency
installation is prohibited.

(d) This section may be supplemented
or the applicability suspended from
time to time by the Director of the
Center for CIA Security, or by his or
her designee, by the issuance and post-
ing of such parking directives as may
be required, and when so issued and
posted, such directives shall the same
force and effects as if made a part
thereof.

(e) Proof that a vehicle was parked in
violation of the regulations of this sec-
tion or directives may be taken as
prima facie evidence that the registered
owner was responsible for the viola-
tion.

§1903.6 Admission on to an Agency in-
stallation.

(a) Access on to any Agency installa-
tion shall be controlled and restricted
to ensure the orderly and secure con-
duct of Agency business. Admission on
to an Agency installation or into a re-
stricted area on an Agency installation
shall be limited to Agency employees
and other persons with proper author-
ization.

(b) All persons entering on to or
when on an Agency installation shall,
when required and/or requested,
produce and display proper identifica-
tion to authorized persons.

(c) All personal property, including
but not limited to any packages, brief-
cases, other containers or vehicles
brought on to, on, or being removed
from an Agency installation are sub-
ject to inspection and search by au-
thorized persons.

(d) A full search of a person may ac-
company an investigative stop or an
arrest.

(e) Persons entering on to an Agency
installation or into a restricted area
who refuse to permit an inspection and
search will be denied further entry and
will be ordered to leave the Agency in-
stallation or restricted area pursuant
to §1903.7(a) of this part.

(f) All persons entering on to or when
on any Agency installation shall com-
ply with all official signs of a prohibi-
tory, regulatory, or directory nature at
all times while on the Agency installa-
tion.
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(g) All persons entering on to or
when on any Agency installation shall
comply with the instructions or direc-
tions of authorized persons.

§1903.7 Trespassing.

(a) Entering, or remaining on any
Agency installation without proper au-
thorization is prohibited. Failure to
obey an order to leave given under this
section by an authorized person, or re-
entry or attempted reentry onto the
Agency installation after being ordered
to leave or after being instructed not
to reenter by an authorized person
under this section is also prohibited.

(b) Any person who violates the pro-
visions of this part may be ordered to
leave the Agency installation by an au-
thorized person. A violator’s reentry
may also be prohibited.

§1903.8 Interfering with Agency func-
tions.

The following are prohibited:

(a) Interference. Threatening, resist-
ing, intimidating, or intentionally
interfering with a government em-
ployee or agent engaged in an official
duty, or on account of the performance
of an official duty.

(b) Violation of a lawful order. Vio-
lating the lawful order of an authorized
person to maintain order and control,
public access and movement during fire
fighting operations, law enforcement
actions, and emergency operations that
involve a threat to public safety or
government resources, or other activi-
ties where the control of public move-
ment and activities is necessary to
maintain order and public health or
safety.

(¢) False information. Knowingly giv-
ing false information:

(1) To an authorized person inves-
tigating an accident or violation of law
or regulation; or

(2) On an application for a permit.

(d) False report. Knowingly giving a
false report for the purpose of mis-
leading an authorized person in the
conduct of official duties, or making a
false report that causes a response by
the government to a fictitious event.

§1903.9 Explosives.

(a) Using,
transporting

storing, or
blasting

possessing,
explosives,
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agents, ammunition or explosive mate-
rials is prohibited on any Agency in-
stallation, except as authorized by the
Director of the Center for CIA Secu-
rity. When permitted, the use, posses-
sion, storage, and transportation shall
be in accordance with applicable Fed-
eral and State laws, and shall also be
in accordance with applicable Central
Intelligence Agency rules and/or regu-
lations.

(b) Using, possessing, storing, or
transporting items intended to be used
to fabricate an explosive or incendiary
device, either openly or concealed, ex-
cept for official purposes is prohibited.

§1903.10 Weapons.

(a) Except as provided in paragraph
(c) of this section, knowingly pos-
sessing or causing to be present a
weapon on an Agency installation, or
attempting to do so is prohibited.

(b) Knowingly possessing or causing
to be present a weapon on an Agency
installation, incident to hunting or
other lawful purposes is prohibited.

(c) This section does not apply—

(1) Where Title 18 U.S.C. 930 applies;

(2) To any person who has received
authorization from the Director of the
Center for CIA Security, or from his or
her designee to possess, carry, trans-
port, or use a weapon in support of the
Agency’s mission or for other lawful
purposes as determined by the Director
of the Center for CIA Security;

(3) To the lawful performance of offi-
cial duties by an officer, agent, or em-
ployee of the United States, a State, or
a political subdivision thereof, who is
authorized by law to engage in or su-
pervise the prevention, detection, in-
vestigation, or prosecution of any vio-
lation of law; or

(4) To the possession of a weapon by
a Federal official or a member of the
Armed Forces if such possession is au-
thorized by law.

§1903.11 Restrictions on photographic,
transmitting, and recording equip-
ment.

(a) Except as otherwise authorized
under this section, the following are
prohibited on Agency installations:
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(1) Possessing a camera, other visual
or audio recording devices, or elec-
tronic transmitting equipment of any
kind.

(2) Carrying a camera, other visual or
audio recording devices, or electronic
transmitting equipment of any kind.

(3) Using a camera, other visual or
audio recording devices, or electronic
transmitting equipment of any kind.

(b) This section does not apply to any
person using, possessing or storing a
government or privately owned cel-
lular telephone or pager while on any
Agency installation. The Central Intel-
ligence Agency may regulate or other-
wise administratively control cellular
telephones and pagers outside the pro-
visions of this part.

(c) This section does not apply to any
officer, agent, or employee of the
United States, a State, or a political
subdivision thereof, who may enter on
to an Agency installation to engage in
or supervise the prevention, detection,
investigation, or prosecution of any
violation of law.

(d) This section does not apply to any
person who has received approval from
the Director of the Center for CIA Se-
curity, or from his or her designee to
carry, transport, or use a camera,
other visual or audio recording devices,
or electronic transmitting equipment
while on an Agency installation.

§1903.12 Alcoholic beverages and con-
trolled substance.

(a) Alcoholic beverages. The posses-
sion, transportation of alcoholic bev-
erages in closed containers and their
consumption on an Agency installation
will be administratively controlled by
the Agency outside the provisions of
this part.

(b) Controlled substances. The fol-
lowing are prohibited on an Agency in-
stallation:

(1) The delivery of a controlled sub-
stance, except when distribution is
made by a licensed physician or phar-
macist in accordance with applicable
Federal or State law, or as otherwise
permitted by Federal or State law. For
the purpose of this paragraph, delivery
means the actual, attempt, or con-
structive transfer of a controlled sub-
stance.

§1903.15

(2) The possession of a controlled sub-
stance, unless such substance was ob-
tained by the possessor directly from,
or pursuant to a valid prescription or
ordered by, a licensed physician or
pharmacist, or as otherwise allowed by
Federal or State law.

§1903.13 Intoxicated on an Agency in-
stallation.

Presence on an Agency installation
when under the influence of alcohol, a
drug, or a controlled substance or a
combination thereof to a degree that
interferes with, impedes or hinders the
performance of the official duties of
any government employee, or damages
government or personal property is
prohibited.

§1903.14 Disorderly conduct.

A person commits disorderly conduct
when, with intent to cause public
alarm, nuisance, jeopardy, or violence,
or knowingly or recklessly creating a
risk thereof, such person commits any
of the following prohibited acts:

(a) Engages in fighting or threat-
ening, or in violent behavior.

(b) Acts in a manner that is phys-
ically threatening or menacing, or acts
in a manner that is likely to inflict in-
jury or incite an immediate breach of
peace.

(c) Makes noises that are unreason-
able considering the nature and pur-
pose of the actor’s conduct, location,
time of day or night, and other factors
that would govern the conduct of a rea-
sonable prudent person under the cir-
cumstances.

(d) Uses obscene language, an utter-
ance, or gesture, or engages in a dis-
play or act that is obscene.

(e) Impedes or threatens the security
of persons or property, or disrupts the
performance of official duties by em-
ployees, officers, contractors or visi-
tors on an Agency installation or ob-
structs the use of areas on an Agency
installation such as entrances, foyers,
lobbies, corridors, concourses, offices,
elevators, stairways, roadways, drive-
ways, walkways, or parking lots.

§1903.15 Preservation of property.

The following are prohibited:
(a) Property Damage. Destroying or
damaging private property.
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(b) Theft. The theft of private prop-
erty, except where Title 18 U.S.C. 661
applies.

(c) Creation of hazard. The creation of
hazard to persons or things, the throw-
ing of articles of any kind from or at
buildings, vehicles, or persons while on
an Agency installation.

(d) Improper disposal. The improper
disposal of trash or rubbish while on an
Agency installation.

§1903.16 Restriction on animals.

Animals, except for those animals
used for the assistance of persons with
disabilities, or animals under the
charge and control of the Central Intel-
ligence Agency, shall not be brought
onto an Agency installation for other
than official purposes.

§1903.17 Soliciting, vending, and debt
collection.

Commercial or political soliciting,
vending of all kinds, displaying or dis-
tributing commercial advertising, col-
lecting private debts or soliciting alms
on any Agency installation is prohib-
ited. This does not apply to:

(a) National or local drives for funds
for welfare, health, or other purposes
as authorized by Title 5 CFR parts 110
and 950 as amended and sponsored or
approved by the Director of Central In-
telligence, or by his or her designee.

(b) Personal notices posted on au-
thorized bulletin boards and in compli-
ance with Central Intelligence Agency
rules governing the use of such author-
ized bulletin boards advertising to sell
or rent property of Central Intelligence
Agency employees or their immediate
families.

§1903.18 Distribution of materials.

Distributing, posting, or affixing ma-
terials, such as pamphlets, handbills,
or flyers, on any Agency installation is
prohibited except as authorized by
§1903.17(b), or by other authorization
from the Director of the Center for CIA
Security, or from his or her designee.

§1903.19 Gambling.

Gambling in any form, or the oper-
ation of gambling devices, is prohib-
ited. This prohibition shall not apply
to the vending or exchange of chances
by licensed blind operators of vending
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facilities for any lottery set forth in a
State law and authorized by the provi-
sions of the Randolph-Sheppard Act
(Title 20 U.S.C. 107 et seq.).

§1903.20 Penalties
other laws.

(a) Whoever shall be found guilty of
violating any rule or regulation enu-
merated in this part is subject to the
penalties imposed by Federal law for
the commission of a Class B mis-
demeanor offense.

(b) Nothing in this part shall be con-
strued to abrogate or supersede any
other Federal law or any non-con-
flicting State or local law, ordinance
or regulation applicable to any loca-
tion where the Agency installation is
situated.

PART 1904—PROCEDURES GOV-
ERNING ACCEPTANCE OF SERV-
ICE OF PROCESS

and effects on

Sec.

1904.1 Scope and purpose.

1904.2 Definitions.

1904.3 Procedures governing acceptance of
service of process.

1904.4 Notification to CIA Office of General

Counsel.
1904.5 Authority of General Counsel.
AUTHORITY: 50 U.S.C. 403g; 50 U.S.C.

403(d)(3); E.O. 12333 sections 1.8(h), 1.8(i), 3.2.

SOURCE: 56 FR 41458, Aug. 21, 1991, unless
otherwise noted.

§1904.1 Scope and purpose.

(a) This part sets forth the limits of
authority of CIA personnel to accept
service of process on behalf of the CIA
or any CIA employee.

(b) This part is intended to ensure
the orderly execution of the Agency’s
affairs and not to impede any legal pro-
ceeding.

(c) CIA regulations concerning em-
ployee responses to demands for pro-
duction of official information in pro-
ceedings before federal, state, or local
government entities are set out in part
1905 of this chapter.

§1904.2 Definitions.

(a) Agency or CIA means the Central
Intelligence Agency and include all
staff elements of the Director of Cen-
tral Intelligence.
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(b) Process means a summons, com-
plaint, subpoena, or other official paper
(except garnishment orders) issued in
conjunction with a proceeding or hear-
ing being conducted by a federal, state,
or local governmental entity of com-
petent jurisdiction.

(c) Employee means any CIA officer,
any staff, contract, or other employee
of CIA, any person including inde-
pendent contractors associated with or
acting for or on behalf of CIA, and any
person formerly having such a relation-
ship with CIA.

(d) General Counsel includes the Dep-
uty General Counsel or Acting General
Counsel.

§1904.3 Procedures governing accept-
ance of service of process.

(a) Service of Process Upon the CIA or
a CIA Employee in An Official Capacity—
(1) Personal service. Unless otherwise
expressly authorized by the General
Counsel, or designee, personal service
of process may be accepted only by at-
torneys of the Office of General Coun-
sel at CIA Headquarters in Langley,
Virginia.

(2) Mail service. Where service of proc-
ess by registered or certified mail is
authorized by law, unless expressly di-
rected otherwise by the General Coun-
sel or designee, such process may only
be accepted by attorneys of the Office
of General Counsel. Process by mail
should be addressed as follows: Litiga-
tion Division, Office of General Coun-
sel, Central Intelligence Agency, Wash-
ington, DC 20505.

(b) Service of Process Upon a CIA Em-
ployee Solely in An Individual Capacity—
(1) General. Consistent with section 6 of
the CIA Act of 1949, as amended, 50
U.S.C. 403g, CIA will not provide the
name or address of any current or
former employee of CIA to individuals
or entities seeking to serve process
upon such employee solely in his or her
individual capacity, even where the
matter is related to CIA activities.

(2) Personal Service. Subject to the
sole discretion of appropriate officials
of the CIA, process servers generally
will not be allowed to enter CIA facili-
ties or premises for the purpose of serv-
ing process upon any CIA employee
solely in his or her individual capacity.
The Office of General Counsel is not

§1904.5

authorized to accept service of process
on behalf of a CIA employee—except
the Director and Deputy Director of
Central Intelligence—in his or her indi-
vidual capacity.

(38) Mail Service. Unless otherwise ex-
pressly authorized by the General
Counsel, or designee, CIA personnel are
not authorized to accept or forward
mailed service of process directed to
any CIA employee in his or her indi-
vidual capacity. Any such process will
be returned to the sender via appro-
priate postal channels.

(c) Service of Process Upon a CIA Em-
ployee in A Combined Official and Indi-
vidual Capacity. Unless expressly di-
rected otherwise by the General Coun-
sel, or designee, any process to be
served upon a CIA employee in his or
her combined official and individual
capacity, in person or by mail, can be
accepted only by attorneys of the Of-
fice of General Counsel at CIA Head-
quarters in Langley, Virginia.

(d) The documents for which service
is accepted in official capacity only
shall be stamped ‘‘Service Accepted in
Official Capacity Only.” Acceptance of
service of process shall not constitute
an admission or waiver with respect to
jurisdiction, propriety of service, im-
proper venue, or any other defense in
law or equity available under the laws
or rules applicable to the service of
process.

§1904.4 Notification to CIA Office of
General Counsel.

A CIA employee who receives or has
reason to expect service of process in
an individual, official, or combined in-
dividual and official capacity, in a
matter that may involve testimony or
the furnishing of documents and that
could reasonably be expected to in-
volve Agency interests, shall promptly
notify the Litigation Division, Office of
General Counsel (703-874-3118). Such
notification should be given prior to
providing the requestor, counsel or
other representative any Agency infor-
mation, and prior to accepting service
of process.

§1904.5 Authority of General Counsel.

Any questions concerning interpreta-
tion of this regulation shall be referred
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to the Office of General Counsel for res-
olution.

PART 1905—PRODUCTION OF OFFI-
CIAL RECORDS OR DISCLOSURE
OF OFFICIAL INFORMATION IN
PROCEEDINGS BEFORE FEDERAL,
STATE OR LOCAL GOVERN-
MENTAL ENTITIES OF COMPETENT
JURISDICTION

Sec.

1905.1
1905.2
1905.3
1905.4

AUTHORITY: 5 U.S.C. 403(d)(3); 50 U.S.C.
403g; United States ex rel. Touhy v. Ragen,
340 U.S. 462 (1951); E.O. 12333 §§1.8(1), 1.5(h),
3.2; E.O. 12356; U.S. v. Snepp, 444 U.S. 507
(1980).

SOURCE: 56 FR 41459, Aug. 21, 1991, unless
otherwise noted.

Scope and purpose.
Definitions.

General.

Procedure for production.

§1905.1 Scope and purpose.

This part sets forth the policy and
procedures with respect to the produc-
tion or disclosure of (a) material con-
tained in the files of CIA, (b) informa-
tion relating to or based upon material
contained in the files of CIA, and (¢) in-
formation acquired by any person
while such person was an employee of
CIA as part of the performance of that
person’s official duties or because of
that person’s association with CIA.

§1905.2 Definitions.

For the purpose of this part:

(a) CIA or Agency means the Central
Intelligence Agency and includes all
staff elements of the Director of Cen-
tral Intelligence.

(b) Demand means any subpoena,
order, or other legal summons (except
garnishment orders) that is issued by a
federal, state, or local governmental
entity of competent jurisdiction with
the authority to require a response on
a particular matter, or a request for
appearance of an individual where a de-
mand could issue.

(c) Employee means any officer, any
staff, contract, or other employee of
CIA; any person including independent
contractors associated with or acting
on behalf of CIA; and any person for-
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merly having such a relationship with
CIA.

(d) Production or produce means the
disclosure of:

(1) Any material contained in the
files of CIA; or

(2) Any information relating to mate-
rial contained in the files of CIA, in-
cluding but not limited to summaries
of such information or material, or
opinions based on such information or
material; or

(3) Any information acquired by per-
sons while such persons were employ-
ees of CIA as a part of the performance
of their official duties or because of
their official status or association with
CIA;
in response to a demand upon an em-
ployee of CIA.

(e) General Counsel includes the Dep-
uty General Counsel or Acting General
Counsel.

§1905.3 General.

(a) No employee shall produce any
materials or information in response to
a demand without prior authorization
as set forth in this part. This part ap-
plies to former employees to the extent
consistent with applicable nondisclo-
sure agreements.

(b) This part is intended only to pro-
vide procedures for responding to de-
mands for production of documents or
information, and is not intended to,
does not, and may not be relied upon
to, create any right or benefit, sub-
stantive or procedural, enforceable by
any party against the United States.

§1905.4 Procedure for production.

(a) Whenever a demand for produc-
tion is made upon an employee, the
employee shall immediately notify the
Litigation Division, Office of General
Counsel, Central Intelligence Agency,
Washington, DC 20505 (703/874-3118),
which shall follow the procedures set
forth in this section.

(b) The General Counsel of CIA and
Deputy Directors or Heads of Inde-
pendent Offices with responsibility for
the information sought in the demand,
or their designees, shall determine
whether any information or materials
may properly be produced in response
to the demand, except that the Office
of General Counsel may assert any and
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all legal defenses and objections to the
demand available to CIA prior to the
start of any search for information re-
sponsive to the demand. CIA may, in
its sole discretion, decline to begin any
search for information responsive to
the demand until a final and non-ap-
pealable disposition of any such de-
fenses and objections raised by CIA has
been made by the entity or person that
issued the demand.

(c) CIA officials shall consider the
following factors, among others, in
reaching a decision:

(1) Whether production is appropriate
in light of any relevant privilege;

(2) Whether production is appropriate
under the applicable rules of discovery
or the procedures governing the case or
matter in which the demand arose; and

(3) Whether any of the following cir-
cumstances apply:

(i) Disclosure would violate a statute,
including but not limited to the Pri-
vacy Act of 1974, as amended, 5 U.S.C.
5b2a;

(ii) Disclosure would be inconsistent
with the statutory responsibility of the
Director of Central Intelligence to pro-
tect intelligence sources and methods;

(iii) Disclosure would violate a spe-
cific CIA regulation or directive;

(iv) Disclosure would reveal classified
information;

(v) Disclosure would improperly re-
veal trade secrets or proprietary con-
fidential information without the own-
er’s consent; or

(vi) Disclosure would unduly inter-
fere with the orderly conduct of CIA’s
functions.

(d) If oral or written testimony is
sought by a demand in a case or matter
in which the CIA is not a party, a rea-
sonably detailed description of the tes-
timony sought, in the form of an affi-
davit or, if that is not feasible, a writ-
ten statement, by the party seeking
the testimony or by the party’s attor-
ney must be furnished to the CIA Office
of General Counsel.

(e) The Office of General Counsel
shall be responsible for notifying the
appropriate employees and other per-
sons of all decisions regarding re-
sponses to demands and providing ad-
vice and counsel as to the implementa-
tion of such decisions.
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(f) If response to a demand is required
before a decision is made whether to
provide the documents or information
sought by the demand, an attorney
from the Office of General Counsel,
after consultation with the Depart-
ment of Justice, shall appear before
and furnish the court or other com-
petent authority with a copy of this
Regulation and state that the demand
has been or is being, as the case may
be, referred for the prompt consider-
ation of the appropriate CIA officials,
and shall respectfully request the court
or other authority to stay the demand
pending receipt of the requested in-
structions.

(g) If the court or other authority de-
clines to stay the demand pending re-
ceipt of instructions in response to a
request made in accordance with
§1905.4(g), or rules that the demand
must be complied with irrespective of
instructions rendered in accordance
with this part not to produce the mate-
rial or disclose the information sought,
the employee upon whom the demand
has been made shall, if so directed by
the General Counsel of CIA, or des-
ignee, respectfully decline to comply
with the demand under the authority
of United States ex rel. Touhy v. Ragen,
340 U.S. 462 (1951), and this Regulation.

(h) With respect to any function
granted to CIA officials in this part,
such officials are authorized to dele-
gate in writing their authority in any
case or matter or category thereof to
subordinate officials.

(i) Any nonemployee who receives a
demand for the production or disclo-
sure of CIA information acquired be-
cause of that person’s association or
contacts with CIA should notify CIA’s
Office of General Counsel, Litigation
Division (703/874-3118) for guidance and
assistance. In such cases the provisions
of this regulation shall be applicable.

PART 1906—ENFORCEMENT OF
NONDISCRIMINATION ON THE
BASIS OF HANDICAP IN PRO-
GRAMS OR ACTIVITIES CON-
DUCTED BY THE CENTRAL INTEL-
LIGENCE AGENCY

Sec.
1906.101 Purpose.
1906.102 Application.
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1906.103 Definitions.

1906.104-1906.109 [Reserved]

1906.110 Self-evaluation.

1906.111 Notice.

1906.112-1906.129 [Reserved]

1906.130 General prohibitions against dis-
crimination.

1906.131-1906.139 [Reserved]

1906.140 Employment.

1906.141-1906.148 [Reserved]

1906.149 Program accessibility: Discrimina-
tion prohibited.

1906.150 Program accessibility: Existing fa-
cilities.

1906.151 Program accessibility: New con-
struction and alterations.

1906.152-1906.159 [Reserved]

1906.160 Communications.

1906.161-1906.169 [Reserved]

1906.170 Compliance procedures.

AUTHORITY: 19 U.S.C. 794.

SOURCE: 57 FR 39610, Sept. 1, 1992, unless
otherwise noted.

§1906.101 Purpose.

The purpose of this part is to effec-
tuate section 119 of the Rehabilitation,
Comprehensive Services, and Develop-
mental Disabilities Amendments of
1978, which amended section 504 of the
Rehabilitation Act of 1973 to prohibit
discrimination on the basis of handicap
in programs or activities conducted by
Executive agencies or the TUnited
States Postal Service.

§1906.102 Application.

This part applies to all programs or
activities conducted by the Agency ex-
cept for programs or activities con-
ducted outside the United States that
do not involve handicapped persons in
the United States. This regulation will
apply to the Agency only to the extent
consistent with the National Security
Act of 1947 (50 U.S.C. 402 et seq.), as
amended; the Central Intelligence
Agency Act of 1949 (560 U.S.C. 403a et
seq.), as amended; and other applicable
law.

§1906.103 Definitions.

For purposes of this part, the fol-
lowing terms means—

Assistant Attorney General means the
Assistant Attorney General, Civil
Rights Division, United States Depart-
ment of Justice.

Auxiliary aids means services or de-
vices that enable persons with im-
paired sensory, manual, or speaking
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skills to have an equal opportunity to
participate in, and enjoy the benefits
of, programs or activities conducted by
the Agency. For example, auxiliary
aids useful for persons with impaired
vision include readers, materials in
braille, audio recordings, and other
similar services and devices. Auxiliary
aids useful for persons with impaired
hearing include telephone handset am-
plifiers, telephones compatible with
hearing aids, telecommunication de-
vices for deaf persons (TDD’s), inter-
preters, notetakers, written materials,
and other similar services and devices.
The Central Intelligence Agency may
prohibit from any of its facilities any
auxiliary aid, or category of auxiliary
aid, that the Office of Security (OS) de-
termines creates a security risk or po-
tential security risk. OS reserves the
right to examine any auxiliary aid
brought into an Agency facility.

Complete complaint means a written
statement that contains the complain-
ant’s name and address and describes
the Agency’s alleged discriminatory
action in sufficient detail to inform the
Agency of the nature and date of the
alleged violation of section 504. It must
be signed by the complainant or by
someone authorized to do so on his or
her behalf. Complaints filed on behalf
of classes or third parties must de-
scribe or identify (by name, if possible)
the alleged victims of discrimination.

Director means the Director of Cen-
tral Intelligence or an official or em-
ployee of the Agency acting for the Di-
rector under a delegation of authority.

Facility means all or any portion of
buildings, structures, equipment,
roads, walks, parking Ilots, rolling
stock or other conveyances or other
real or personal property.

Individual with handicaps means any
person who has a physical or mental
impairment that substantially limits
one or more major life activities, has a
record of such an impairment, or is re-
garded as having such an impairment.
As used in this definition, the phrase—

(1) Physical or mental impairment in-
cludes—

(i) Any physiological disorder or con-
dition, cosmetic disfigurement, or ana-
tomical loss affecting one or more of
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the following body systems: Cardio-
vascular; Neurological; musculo-
skeletal; special sense organs; res-

piratory, including speech organs; re-
productive; digestive; genitourinary;
hemic and lymphatic; skin; and endo-
crine; or

(ii) Any mental or psychological dis-
order, such as mental retardation, or-
ganic brain syndrome, emotional or
mental illness, and specific learning
disabilities. The term ‘‘physical or
mental impairment’” includes, but is
not limited to, such diseases and condi-
tions as orthopedic, visual, speech, and
hearing impairments, cerebral palsy,
epilepsy, muscular dystrophy, multiple
sclerosis, cancer, heart disease, diabe-
tes, mental retardation, emotional ill-
ness, drug addiction, and alcoholism.

(2) Major life activities includes func-
tions such as caring for one’s self, per-
forming manual tasks, walking, seeing,
hearing, speaking, breathing, learning,
and working;

(3) Has a record of such an impairment
means has a history of, or has been
misclassified as having a mental or
physical impairment that substantially
limits one or more major life activi-
ties.

(4) Is regarded as having an impairment
means—

(i) Has a physical or mental impair-
ment that does not substantially limit
major life activities but is treated by
the Agency as constituting such a limi-
tation;

(ii) Has a physical or mental impair-
ment that substantially limits major
life activities only as a result of the at-
titudes of others toward the impair-
ment; or

(iii) Has none of the impairments de-
fined in paragraph (1) of this definition
but is treated by the Agency as having
such an impairment.

Qualified individual
means—

(1) With respect to any Agency pro-
gram or activity under which a person
is required to perform services or to
achieve a level of accomplishment, an
individual with handicaps who meets
the essential eligibility requirements
and who can achieve the purpose of the
program or activity without modifica-
tions in the program or activity that
the Agency can demonstrate would re-

with handicaps

§1906.110

sult in a fundamental alteration in its
nature;

(2) With respect to any other Agency
program or activity, an individual with
handicaps who meets the essential eli-
gibility requirements for participation
in, or receipt of benefits from, that pro-
gram or activity; and

(3) Qualified handicapped person as
that term is defined for purposes of em-
ployment in 29 CFR 1613.702(f), which is
made applicable to this part by
§1906.140.

Section 504 means section 504 of the
Rehabilitation Act of 1973 (Pub. L. 93—
112, 87 Stat. 394 (29 U.S.C. 794)), as
amended by the Rehabilitation Act
Amendments of 1974 (Pub. L. 93-516, 88
Stat. 1617); the Rehabilitation, Com-
prehensive Services, and Develop-
mental Disabilities Amendments of
1978 (Pub. L. 95-002, 92 Stat. 2955); and
the Rehabilitation Act Amendments of
1986 (Pub. L. 99-506, 100 Stat. 1810). As
used in this part, section 504 applies
only to programs or activities con-
ducted by the Agency and not to feder-
ally assisted programs.

§§1906.104-1906.109 [Reserved]

§1906.110 Self-evaluation.

(a) The Agency shall, within one year
of the effective date of this part, evalu-
ate its current policies and practices,
and the effect thereof, that do not or
may not meet the requirements of this
part, and to the extent modification of
any of those policies and practices is
required, the Agency shall proceed to
make the necessary modifications.

(b) The Agency shall provide an op-
portunity to interested persons, includ-
ing individuals with handicaps or orga-
nizations representing individuals with
handicaps to participate in the self-
evaluation process by submitting com-
ments (both oral and written).

(c) The Agency shall, for at least 3
years following completion of the self-
evaluation, maintain on file, and make
available for public inspection—

(1) A description of areas examined
and any problems identified; and

(2) A description of any modifications
made.
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§1906.111 Notice.

The Agency shall make available, to
employees, applicants, participants,
beneficiaries, and other interested per-
sons, such information regarding the
provisions of this part and its applica-
bility to the programs or activities
conducted by the Agency, and make
that information available to them in
such manner as the Director finds nec-
essary to apprise those persons of the
protections against discrimination as-
sured them by section 504 and the regu-
lations in this part.

§§1906.112-1906.129 [Reserved]

§1906.130 General prohibitions
against discrimination.
(a) No qualified individual with

handicaps shall, on the basis of handi-
cap, be excluded from participation in,
be denied the benefits of, or otherwise
be subjected to discrimination under,
any program or activity conducted by
the Agency.

(b)(1) The Agency, in providing any
aid, benefit, or service, may not, di-
rectly or through contractual, licens-
ing, or other arrangements, on the
basis of handicap:

(i) Deny a qualified individual with
handicap the opportunity to partici-
pate in or benefit from the aid, benefit,
or service;

(ii) Deny a qualified individual with
handicaps an opportunity to obtain the
same result, to gain the same benefit,
to reach the same level of achievement
as that provided to others;

(iii) Provide a qualified individual
with handicaps with an aid, benefit, or
service that is not as effective in af-
fording equal opportunity to obtain the
same result, to gain the same benefit,
or to reach the same level of achieve-
ment as that provided to others;

(iv) Provide different or separate aid,
benefits, or services to individuals with
handicaps or to any class of individuals
with handicaps than is provided to oth-
ers unless that action is necessary to
provide qualified individuals with
handicaps with aid, benefits, or serv-
ices that are as effective as those pro-
vided to others;

(v) Deny a qualified individual with
handicaps the opportunity to partici-
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pate as a member of planning or advi-
sory boards; or

(vi) Otherwise limit a qualified indi-
vidual with handicaps in the enjoy-
ment of any right, privilege, advan-
tage, or opportunity enjoyed by others
receiving the aid, benefit, or service.

(2) The Agency may not deny a quali-
fied individual with handicaps the op-
portunity to participate in programs or
activities that are not separate or dif-
ferent, despite the existence of permis-
sibly separate or different programs or
activities.

(3) The Agency may not, directly or
through contractual or other arrange-
ments, utilize criteria or methods of
administration the purpose or effect of
which would—

(i) Subject qualified individuals with
handicaps to discrimination on the
basis of handicap; or

(ii) Defeat or substantially impair ac-
complishment of the objectives of a
program or activity with respect to in-
dividuals with handicaps.

(4) The Agency may not, in deter-
mining the site or location of a facil-
ity, make selections the purpose or ef-
fect of which would—

(i) Exclude individuals with handi-
caps from, deny them the benefits of,
or otherwise subject them to discrimi-
nation under, any program or activity
conducted by the Agency; or

(ii) Defeat or substantially impair
the accomplishment of the objectives
of a program or activity with respect
to individuals with handicaps.

(5) The Agency, in the selection of
procurement contractors, may not use
criteria that subject qualified individ-
uals with handicaps to discrimination
on the basis of handicap.

(6) The Agency may not administer a
licensing or certification program in a
manner that subjects qualified individ-
uals with handicaps to discrimination
on the basis of handicap, nor may the
Agency establish requirements for the
programs or activities of licensees or
certified entities that subject qualified
individuals with handicaps to discrimi-
nation on the basis on handicap. How-
ever, the programs or activities of enti-
ties that are licensed or certified by
the Agency are not, themselves, cov-
ered by this part.
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(c) The exclusion of nonhandicapped
persons from the benefits or a program
limited by Federal statute or Execu-
tive Order to individuals with handi-
caps or the exclusion of a specific class
of individuals with handicaps from a
program limited by Federal statute or
Executive Order to a different class of
individuals with handicaps is not pro-
hibited by this part.

(d) The Agency shall administer pro-
grams and activities in the most inte-
grated setting appropriate to the needs
of qualified individuals with handicaps.

§§1906.131-1906.139 [Reserved]

§1906.140 Employment.

No qualified individual with handi-
caps shall, solely on the basis of handi-
cap, be subjected to discrimination in
employment under any program or ac-
tivity conducted by the Agency. The
definitions, requirements, and proce-
dures of section 501 of the Rehabilita-
tion Act of 1979 (29 U.S.C. 791), as estab-
lished by the Equal Employment Op-
portunity Commission in 29 CFR part
1613, shall apply to employment in fed-
erally conducted programs or activi-
ties.

§§1906.141-1906.148 [Reserved]

§1906.149 Program accessibility: Dis-
crimination prohibited.

Except as otherwise provided in
§1906.150, no qualified individual with
handicaps shall, because the Agency’s
facilities are inaccessible to or unus-
able by individuals with handicaps, be
denied the benefits of, be excluded from
participation in, or otherwise be sub-
jected to discrimination under any pro-
gram or activity conducted by the
Agency.

§1906.150 Program accessibility: Exist-
ing facilities.

(a) General. The Agency shall operate
each program or activity so that the
program or activity, viewed in its en-
tirety, is readily accessible to and usa-
ble by individuals with handicaps. This
program does not—

(1) Necessarily require the Agency to
make each of its existing facilities ac-
cessible to and usable by individuals
with handicaps;

§1906.150

(2)(1) Require the Agency to take any
action that it can demonstrate would
result in a fundamental alteration in
the nature of a program or activity or
in undue financial and administrative
burdens.

(ii) The Agency has the burden of
proving that compliance with
§1906.150(a) would result in that alter-
ation or those burdens.

(iii) The decision that compliance
would result in that alteration or those
burdens must be made by the Director
after considering all of the Agency’s re-
sources available for use in the funding
and operation of the conducted pro-
gram or activity, and must be accom-
panied by a written statement of the
reasons for reaching that conclusion.

(iv) If an action would result in that
alteration or those burdens, the Agen-
cy shall take any other action that
would not result in the alteration or
burdens but would nevertheless ensure
that individuals with handicaps receive
the benefits and services of the pro-
gram or activity.

(b) Methods. (1) The Agency may com-
ply with the requirements of this sec-
tion through such means as redesign of
equipment, reassignment of services to
accessible buildings, assignment of
aides to beneficiaries, home visits, de-
livery of services at alternate acces-
sible sites, alteration of existing facili-
ties and construction of new facilities,
use of accessible rolling stock, or any
other methods that result in making
its programs or activities readily ac-
cessible to and usable by individuals
with handicaps.

(2) The Agency is not required to
make structural changes in existing fa-
cilities if other methods are effective
in achieving compliance with this sec-
tion.

(3) The Agency, in making alter-
ations to existing buildings, shall meet
accessibility requirements to the ex-
tent compelled by the Architectural
Barriers Act of 1968, as amended (42
U.S.C. 4151-4157), and any regulations
implementing that Act.

(4) In choosing among available
methods for meeting the requirements
of this section, the Agency shall give
priority to those methods that offer
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programs and activities to qualified in-
dividuals with handicaps in the most
integrated setting appropriate.

(c) Time period for compliance. The
Agency shall comply with the obliga-
tions established under this section
within 60 days of the effective date of
this part except that if structural
changes in facilities are undertaken,
the changes shall be made within 3
years of the effective date of this part,
but in any event as expeditiously as
possible.

(d) Transition plan. (1) In the event
that structural changes to facilities
will be undertaken to achieve program
accessibility, the Agency shall develop,
within 6 months of the effective date of
this part, a transition plan setting
forth the steps necessary to complete
those changes.

(2) The Agency shall provide an op-
portunity to interested persons, includ-
ing individuals with handicaps or orga-
nizations representing individuals with
handicaps, to participate in the devel-
opment of the transition plan by sub-
mitting comments (both oral and writ-
ten). A copy of the transition plan
must be made available for public in-
spection.

(3) The plan must, at a minimum—

(i) Identify physical obstacles in the
Agency’s facilities that limit the ac-
cessibility of its programs or activities
to individuals with handicaps;

(ii) Describe in detail the methods
that will be used to make the facilities
accessible;

(iii) Specify the schedule for taking
the steps necessary to achieve compli-
ance with this section and, if the time
period of the transition plan is longer
than one year, identify steps that will
be taken during each year of the tran-
sition period; and

(iv) Indicate the official responsible
for implementation of the plan.

§1906.151 Program accessibility: New
construction and alterations.

Each building or part of a building
that is constructed or altered by, on
behalf of, or for the use of, the Agency
shall be designed, constructed, or al-
tered so as to be readily accessible to
and usable by individuals with handi-
caps. The definitions, requirements,
and standards of the Architectural Bar-

32 CFR Ch. XIX (7-1-18 Edition)

riers Act of 1968 (42 U.S.C. 4151-4175), as
established in 41 CFR 101-19.600 to 101-
19-607, apply to buildings covered by
this section.

§§1906.152-1906.159 [Reserved]

§1906.160 Communications.

(a) The Agency shall take appro-
priate steps to ensure effective commu-
nication with applicants, participants,
personnel of other Federal entities, and
members of the public as follows:

(1)(i) The Agency shall furnish appro-
priate auxiliary aids if necessary to af-
ford an individual with handicaps an
equal opportunity to participate in,
and enjoy the benefits of, a program or
activity conducted by the Agency.

(ii) In determining what type of aux-
iliary aid is necessary, the Agency
shall give primary consideration to the
requests of the individual with handi-
caps.

(2) Where the Agency communicates
with applicants and beneficiaries by
telephone, telecommunication devices
for deaf persons (TDD’s) or equally ef-
fective telecommunication systems
shall be used to communicate with per-
sons with impaired hearing.

(b) The Agency shall ensure that in-
terested persons, including persons
with impaired vision or hearing, can
obtain information as to the existence
and location of accessible services, ac-
tivities, and facilities.

(c) The Agency shall provide signage
at a primary entrance to each of its in-
accessible facilities, directing users to
a location at which they can obtain in-
formation about accessible facilities.
The international symbol for accessi-
bility shall be used at each primary en-
trance of an accessible facility.

(d) This section does not require the
Agency to take any action that it can
demonstrate would result in a funda-
mental alteration in the nature of a
program or activity or in undue finan-
cial and administrative burdens. In
those circumstances where Agency per-
sonnel believe that the proposed action
would fundamentally alter the program
or activity or would result in undue fi-
nancial and administrative burdens,
the Agency has the burden of proving
that compliance with §1906.160 would
result in such alteration or burdens.
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The decision that compliance would re-
sult in such alteration or burdens must
be made by the Agency head or his or
her designee after considering all
Agency resources available for use in
the funding and operation of the con-
ducted program or activity and must
be accompanied by a written statement
of the reasons for reaching that conclu-
sion. If an action required to comply
with this section would result in such
an alteration or such burdens, the
Agency shall take any other action
that would not result in such an alter-
ation or such burdens but would never-
theless ensure that, to the maximum
extent possible, individuals with handi-
caps receive the benefits and services
of the program or activity.

§§1906.161-1906.169 [Reserved]

§1906.170 Compliance procedures.

(a) Except as provided in paragraph
(b) of this section, this section applies
to all allegations of discrimination on
the basis of handicap in programs and
activities conducted by the Agency.

(b) The Agency shall process com-
plaints alleging violations of section
504 with respect to employment accord-
ing to the procedures established by
the Equal Employment Opportunity
Commission in 29 CFR part 1613 pursu-
ant to section 501 of the Rehabilitation
Act of 1973 (29 U.S.C. 791).

(c) The Director, Office of Equal Em-
ployment Opportunity, is responsible
for coordinating implementation of
this section. Complaints may be sent
to Central Intelligence Agency, Direc-
tor, Office of Equal Employment Op-
portunity, Washington, DC 20505.

(d) The Agency shall accept and in-
vestigate all complete complaints for
which it has jurisdiction. All complete
complaints must be filed within 180
days of the alleged act of discrimina-
tion. The Agency may extend this time
period for good cause.

(e) If the Agency receives a com-
plaint over which it does not have ju-
risdiction, it shall promptly notify the
complainant and shall make reason-
able efforts to refer the complaint to
the appropriate government entity.

(f) The Agency shall notify the Archi-
tectural and Transportation Barriers
Compliance Board upon receipt of any
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complaint alleging that a building or
facility that is subject to the Architec-
tural Barriers Act of 1968, as amended
(42 U.S.C. 4151-4157) is not readily ac-
cessible to and usable by individuals
with handicaps.

(g) Within 180 days of the receipt of a
complete complaint for which it has ju-
risdiction, The Agency shall notify the
complainant of the results of the inves-
tigation in a letter containing—

(1) Findings of fact and conclusions
of law;

(2) A description of a remedy for each
violation found; and

(3) A notice of the right to appeal.

(h) Appeals of the findings of fact and
conclusions of law or remedies must be
filed by the complainant within 90 days
of receipt from the Agency of the letter
required by §1906.170(g). The Agency
may extend this time for good cause.

(i) Timely appeals shall be accepted
and processed by the Director.

(j) The Agency shall notify the com-
plainant of the results of the appeal
within 60 days of the receipt of the re-
quest. If the Agency determines that it
needs additional information from the
complainant, it shall have 60 days from
the date it receives the additional in-
formation to make its determination
on the appeal.

(k) The time limits cited in para-
graphs (g) and (j) of this section may be
extended with the permission of the
Assistant Attorney General.

(1) The Director may delegate the au-
thority for conducting complaint in-
vestigations to other Federal agencies,
except that the authority for making
the final determination may not be
delegated.

PART 1907—CHALLENGES TO
CLASSIFICATION OF DOCU-
MENTS BY AUTHORIZED HOLDERS
PURSUANT TO SEC. 1.8 OF EXEC-
UTIVE ORDER 13526

GENERAL

Sec.

1907.01 Authority and purpose.

1907.02 Definitions.

1907.03 Contact for general information and
requests.

1907.04 Suggestions and complaints.
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§1907.01

FILING OF CHALLENGES

1907.11
1907.12
1907.13
1907.14

Prerequisites.

Requirements as to form.
Identification of material at issue.
Transmission.

ACTION ON CHALLENGES

1907.21 Exceptions.

1907.22 [Reserved]

1907.23 Designation of authority to hear
challenges.

1907.24 Initial determination.

1907.25 Action on appeal of initial Agency
determination.

1907.26 Prohibition on adverse action.

RIGHT OF APPEAL
1907.31 Right of appeal.

AUTHORITY: Executive Order 13526 75 FR
707, 3 CFR 2010 Comp., P. 298-327; section 102
of the National Security Act of 1947; section
6 of the CIA Act of 1949.

SOURCE: 62 FR 32494, June 16, 1997, unless
otherwise noted.

GENERAL

§1907.01 Authority and purpose.

(a) Authority: This Part is issued
under the authority of and in order to
implement section 1.8 of E.O. 13526, sec-
tion 102 of the National Security Act of
1947, and section 6 of the CIA Act of
1949.

(b) Purpose: This part prescribes pro-
cedures for non-Agency personnel who
are authorized holders of CIA informa-
tion, to challenge the -classification
status, whether classified or unclassi-
fied, based on a good faith belief that
the current status of CIA information
is improper. This part and section 1.8 of
Executive Order 13526 confer no rights
upon members of the general public or
individuals who are not authorized
holders of CIA information.

[76 FR 59031, Sept. 23, 2011]

§1907.02 Definitions.

For purposes of this part, the fol-
lowing terms have the meanings as in-
dicated:

(a) Agency or CIA means the United
States Central Intelligence Agency
acting through the CIA Information
and Privacy Coordinator;

(b) Authorized holder means anyone
who has satisfied the conditions for ac-
cess to classified information stated in
section 4.1(a) of Executive Order 13526

32 CFR Ch. XIX (7-1-18 Edition)

and who has been granted access to
such information; the term does not in-
clude anyone authorized such access by
section 4.4 of Executive Order 13526.

(c) Ddays means calendar days when
the Agency is operating and specifi-
cally excludes Saturdays, Sundays, and
legal public holidays. Three (3) days
may be added to any time limit im-
posed on a requester by this CFR part
if responding by U.S. domestic mail;
ten (10) days may be added if respond-
ing by international mail;

(d) Challenge means a request in the
individual’s official, not personal, ca-
pacity and in furtherance of the inter-
ests of the United States;

(e) Control means ownership or the
authority of the CIA pursuant to fed-
eral statute or privilege to regulate of-
ficial or public access to records;

(f) Coordinator means the CIA Infor-
mation and Privacy Coordinator acting
in the capacity of Executive Secretary
of the Agency Release Panel;

(g) Information means any knowledge
that can be communicated or documen-
tary material, regardless of its phys-
ical form, that is:

(1) Owned by, produced by or for, or
under the control of the United States
Government, and

(2) Lawfully and actually in the pos-
session of an authorized holder and for
which ownership and control has not
been relinquished by the CIA;

(h) Interested party means any official
in the executive, military, congres-
sional, or judicial branches of govern-
ment, United States or foreign, or U.S.
Government contractor who, in the
sole discretion of the CIA, has a subject
matter or physical interest in the doc-
uments or information at issue;

(i) Originator means the CIA officer
who originated the information at
issue, or successor in office, or a CIA
officer who has been delegated declas-
sification authority for the informa-
tion at issue in accordance with the
provisions of this Order;

(j) The Order means Executive Order
13526 of December 29, 2009 and published
at 75 FR 707 (or successor Orders).

(k) Chief, Classification Management
and Collaboration Group refers to the
Agency official authorized to make the
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initial Agency determination with re-
spect to a challenge of the classifica-
tion status of CIA information.

(1) Agency Release Panel refers to the
Agency’s forum for reviewing informa-
tion review and release policy, the ade-
quacy of resources available to all
Agency declassification and release
programs, and hearing appeals in ac-
cordance with this section.

[62 FR 32494, June 16, 1997, as amended at 76
FR 59031, Sept. 23, 2011]

§1907.03 Contact for general informa-
tion and requests.

For information on this part or to
file a challenge under this part, please
direct your inquiry to the Executive
Secretary, Agency Release Panel, Cen-
tral Intelligence Agency, Washington,
DC 20505. The commercial (non-secure)
telephone is (703) 613-1287; the classified
(secure) telephone for voice and fac-
simile is (703) 613-3007.

§1907.04 Suggestions and complaints.

The Agency welcomes suggestions or
complaints with regard to its adminis-
tration of the Executive Order. Letters
of suggestion or complaint should iden-
tify the specific purpose and the issues
for consideration. The Agency will re-
spond to all substantive communica-
tions and take such actions as deter-
mined feasible and appropriate.

FILING OF CHALLENGES

§1907.11 Prerequisites.

The Central Intelligence Agency has
established liaison and procedures with
many agencies for declassification
issues. Prior to reliance on this Part,
authorized holders are required to first
exhaust such established administra-
tive procedures for the review of classi-
fied information. Further information
on these procedures is available from
the point of contact, see 32 CFR 1907.03.

§1907.12

The challenge shall include identi-
fication of the challenger by full name,
Executive Branch agency, title of posi-
tion, and information required for
verification of access, security clear-
ance, and status as an authorized hold-
er of the CIA information in question.
In addition, the challenger must clear-

Requirements as to form.

§1907.21

ly identify documents or portions of
documents at issue and identify and de-
scribe the reasons why it is believed
that the information is improperly
classified. The challenge, itself, must
be properly marked and classified and,
in this regard, the authorized holder
must assume the current classification
status and marking of the information
is correct until determined otherwise
unless the challenger asserts that the
information marked unclassified
should be classified or that the infor-
mation should be classified at a higher
level, in which case the challenger
should mark the challenge and related
documents at the asserted classifica-
tion level.

[76 FR 59031, Sept. 23, 2011]

§1907.13 Identification of material at
issue.

Authorized holders shall append the
documents at issue and clearly mark
those portions subject to the challenge.
If information not in documentary
form is in issue, the challenge shall
state so clearly and present or other-
wise refer with specificity to that in-
formation in the body of the challenge.

§1907.14 Transmission.

Authorized holders must direct chal-
lenge requests to the CIA as specified
in §1907.03. The classified nature of the
challenge, as well as the appended doc-
uments, require that the holder trans-
mit same in full accordance with estab-
lished security procedures. In general,
registered U.S. mail is approved for SE-
CRET, non-compartmented material;
higher classifications require use of ap-
proved Top Secret facsimile machines
or CIA-approved couriers. Further in-
formation is available from the CIA as
well as corporate or other federal agen-
cy security departments.

ACTION ON CHALLENGES

§1907.21 Exceptions.

(a) Documents required to be sub-
mitted for prepublication review or
other administrative process pursuant
to an approved nondisclosure agree-
ment is not covered by this section.

(b) Whenever the Agency receives a
classification challenge to information
that has been the subject of a challenge
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within the past two years, the Agency
is not required to process the challenge
beyond informing the challenger of this
fact and the prior review decision; ad-
vising the challenger of the right to ap-
peal a final Agency decision to the
Interagency Security Classification
Appeals Panel (ISCAP); and informing
the challenger that if they wish to ex-
ercise this right, they must do so
through Chief, Classification Manage-
ment and Collaboration Group who will
then forward the appeal to the ISCAP.

(c) The Agency is not required to
process classification challenges to in-
formation that is the subject of pend-
ing litigation. If the information that
is the subject of a challenge falls into
this category, the Agency will take no
action on the challenge and will notify
the challenger of this fact within 10
business days.

[76 FR 59031, Sept. 23, 2011]
§1907.22 [Reserved]

§1907.23 Designation of authority to
hear challenges.

(a) Chief, Classification Management
and Collaboration Group shall be respon-
sible for the initial Agency decision in
a classification challenge.

(b) Agency Release Panel (ARP). Ap-
peals of denials of classification chal-
lenges shall be reviewed by the ARP
which shall issue the final Agency deci-
sion in accordance with 1907.25(c).

(c) ARP membership: The ARP is
chaired by the Chief, Information Re-
view and Release Group and composed
of the Information Review Officers
from the various Directorates and the
Director, Central Intelligence Agency
area, as well as the representatives of
the various release programs and of-
fices. The Information and Privacy Co-
ordinator also serves as Executive Sec-
retary of the Panel.

[76 FR 59032, Sept. 23, 2011]

§1907.24.

(a) Formal challenges shall be di-
rected to the CIA Information and Pri-
vacy Coordinator (Coordinator) who
shall promptly forward the challenge
to the C/CMCG for action. The C/CMCG
shall be responsible for the administra-

Initial determination.

32 CFR Ch. XIX (7-1-18 Edition)

tive processing of the challenge con-
sistent with this section.

(b) Within 10 business days of receipt
of a challenge, the Coordinator shall
record the receipt of the challenge and
provide the challenger with written ac-
knowledgement of the Agency’s re-
ceipt.

(c) Except as provided in paragraph
(d) of this section, the Agency shall
render an initial written response to a
challenge within 60 business days of re-
ceipt.

(d) If the C/CMCG determines that
the Agency is unable to respond with a
determination within 60 business days
of receipt of the challenge, C/CMCG
will inform the Coordinator who will
provide the challenger with written no-
tice of the date by which the Agency
will respond and a statement that if no
Agency response is received within 120
business days, the challenger has the
right to have the challenge forwarded
to the ISCAP, and may exercise this
right through C/CMCG who will then
forward the challenge to ISCAP.

(e) The C/CMCG, after consultation
with the originator of the information
and other parties shall inform the Co-
ordinator of the initial decision on the
challenge and the Coordinator shall
promptly inform the challenger of the
decision in writing and inform the
challenger of the right to appeal to the
ARP if the challenge was denied.

[76 FR 59032, Sept. 23, 2011]

§1907.25 Action on appeal of initial
Agency determination.

(a) The challenger may, within 45 cal-
endar days of receiving notice of a de-
nial of the challenge, appeal the denial
to the ARP by sending the appeal and
any supplementary information in sup-
port of the challenge to the Executive
Secretary of the ARP (ES/ARP).

(b) Within 10 business days of receipt
of an appeal, the ES/ARP will record
receipt, provide the challenger with
written acknowledgement, and forward
the appeal to C/CMCG, the appropriate
IMTOs, originator, and other appro-
priate parties, who shall review the ap-
peal and related materials, and within
30 business days provide a written rec-
ommendation to the ARP.

(c) The ARP shall meet on a regular
schedule and may take action when a
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simple majority of the total member-
ship is present. Issues shall be decided
by a majority of the members present.
In all cases of a divided vote, before the
decision of the ARP becomes final, any
member of the ARP may by written
memorandum to the ES/ARP, refer
such matters to the Director, Informa-
tion Management Services (D/IMS) for
decision. In the event of a disagree-
ment with any decision by D/IMS re-
lated to the classification challenge,
Directorate heads may appeal to the
Associate Deputy Director, CIA (ADD)
for resolution. The final Agency deci-
sion shall reflect the vote of the ARP,
unless changed by the D/IMS or the
ADD.

(d) The ES/ARP shall promptly pro-
vide the challenger with written notice
of the final Agency decision and, if the
appeal is denied, inform the challenger
of the right to appeal to the ISCAP
through C/CMCG, who will forward the
appeal to the ISCAP.

[76 FR 59032, Sept. 23, 2011]

§1907.26 Prohibition on adverse ac-
tion.

Agency correspondence to the chal-
lenger shall include a notice that CIA
will take no adverse action or retribu-
tion against the challenger for bringing
the classification challenge in good
faith.

[76 FR 59032, Sept. 23, 2011]
RIGHT OF APPEAL

§1907.31 Right of appeal.

A right of appeal may be available to
the ISCAP established pursuant to sec-
tion 5.3 of the Order. Action by that
body will be the subject of rules to be
promulgated by the Information Secu-
rity Oversight Office.

[76 FR 59032, Sept. 23, 2011]

PART 1908—PUBLIC REQUESTS FOR
MANDATORY DECLASSIFICATION
REVIEW OF CLASSIFIED INFOR-
MATION PURSUANT TO SEC. 3.5
OF EXECUTIVE ORDER 13526

GENERAL

Sec.
1908.01 Authority and purpose.

§1908.01

1908.02 Definitions.

1908.03 Contact for general information and
requests.

1908.04 Suggestions and complaints.

FILING OF MANDATORY DECLASSIFICATION
REVIEW (MDR) REQUESTS

1908.11
1908.12
1908.13
1908.14

Preliminary information.
Exceptions.

Fees.

Fees.

AGENCY ACTION ON MDR REQUESTS

1908.21 Receipt, recording, and tasking.

1908.22 [Reserved]

1908.23 Determination by originator or in-
terested party.

1908.24 [Reserved]

AGENCY ACTION ON MDR APPEALS

1908.31 Requirements as to time and form.

1908.32 Receipt, recording, and tasking.

1908.33 Determination by Deputy Direc-
tor(s).

1908.34 Establishment of appeals structure.

1908.35 [Reserved]

1908.36 Notification of decision and right of
further appeal.

FURTHER APPEALS
1908.41 Right of further appeal.

AUTHORITY: Executive Order 13526 75 FR
707, 3 CFR 2010 Comp., p. 298-327 (or successor
orders).

SOURCE: 62 FR 32495, June 16, 1997, unless
otherwise noted.

GENERAL

§1908.01 Authority and purpose.

(a) Authority: This part is issued
under the authority of and in order to
implement section 3.5 of E.O. 13526 (or
successor Orders); the CIA Information
Act of 1984), as amended (50 U.S.C. 431;
section 102 of the National Security
Act of 1947, as amended (50 U.S.C. 403);
and section 6 of the CIA Act of 1949, as
amended (5 U.S.C. 403g).

(b) Purpose: This part prescribes pro-
cedures, subject to limitations set
forth below, for members of the public
to request a declassification review of
information classified under the Execu-
tive Order 13526 or predecessor Orders.
Section 3.5 of Executive Order 13526 and
these regulations are not intended to
and do not create any right or benefit,
substantive or procedural, enforceable
at law by a party against the United
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§ 1908.02

States, its agencies, officers, employ-
ees, or agents, or any other person.

[76 FR 59033, Sept. 23, 2011]

§1908.02 Definitions.

For purposes of this part, the fol-
lowing terms have the meanings as in-
dicated:

(a) Agency or CIA means the United
States Central Intelligence Agency
acting through the CIA Information
and Privacy Coordinator;

(b) Days means calendar days when
the Agency is operating and specifi-
cally excludes Saturdays, Sundays, and
legal public holidays. Three (3) days
may be added to any time limit im-
posed on a requester by this part if re-
sponding by U.S. domestic mail; ten
(10) days may be added if responding by
international mail;

(c) Control means ownership or the
authority of the CIA pursuant to Fed-
eral statute or privilege to regulate of-
ficial or public access to records;

(d) Coordinator means the CIA Infor-
mation and Privacy Coordinator who
serves as the Agency manager of the
information review and release pro-
gram instituted under the mandatory
declassification review provisions of
Executive Order 13526;

(e) Federal agency means any execu-
tive department, military department,
or other establishment or entity in-
cluded in the definition of agency in 5
U.S.C. 552(f);

(f) Information means any knowledge
that can be communicated or documen-
tary material, regardless of its phys-
ical form that is owned by, produced by
or for, or under the control of the
United States Government; it does not
include:

(1) Information within the scope of
the CIA Information Act, or

(2) Information originated by the in-
cumbent President, White House Staff,
appointed committees, commissions or
boards, or any entities within the Ex-
ecutive Office that solely advise and
assist the incumbent President;

(g) Interested party means any official
in the executive, military, congres-
sional, or judicial branches of govern-
ment, United States or foreign, or U.S.
Government contractor who, in the
sole discretion of the CIA, has a subject

32 CFR Ch. XIX (7-1-18 Edition)

matter or physical interest in the doc-
uments or information at issue;

(h) NARA means the National Ar-
chives and Records Administration;

(i) Originator means the CIA officer
who originated the information at
issue, or successor in office, or a CIA
officer who has been delegated declas-
sification authority for the informa-
tion at issue in accordance with the
provisions of this Order;

(j) Presidential libraries means the li-
braries or collection authorities estab-
lished by statute to house the papers of
former Presidents Hoover, Roosevelt,
Truman, Eisenhower, Kennedy, Nixon,
Ford, Carter, Reagan, Bush and similar
institutions or authorities as may be
established in the future;

(k) Referral means coordination with
or transfer of action to an interested
party;

(1) The Order means Executive Order
13526 of December 29, 2009 and published
at 75 FR 707 (or successor Orders);

(m) Agency Release Panel (ARP) refers
to the Agency’s forum for reviewing in-
formation review and release policy,
the adequacy of resources available to
all Agency declassification and release
programs, and hearing appeals in ac-
cordance with this section.

[62 FR 32495, June 16, 1997, as amended at76
FR 59033, Sept. 23, 2011]

§1908.03 Contact for general informa-
tion and requests.

For general information on this part
or to request a declassification review,
please direct your communication to
the Information and Privacy Coordi-
nator, Central Intelligence Agency,
Washington, DC 20505. Such inquiries
will also be accepted by facsimile at
(703) 613-3007. For general or status in-
formation only, the telephone number
is (703) 613-1287. Collect calls cannot be
accepted.

§1908.04 Suggestions and complaints.

The Agency welcomes suggestions,
comments, or complaints with regard
to its administration of the mandatory
declassification review program estab-
lished under Executive Order 13526.
Members of the public shall address
such communications to the CIA Infor-
mation and Privacy Coordinator. The

440



Central Intelligence Agency

Agency will respond as determined fea-
sible and appropriate under the cir-
cumstances.

FILING OF MANDATORY DECLASSIFICA-
TION REVIEW (MDR) REQUESTS

§1908.11 Preliminary information.

Members of the public shall address
all communications to the point of
contact specified above and clearly de-
lineate the communication as a request
under this regulation. Requests and ap-
peals on requests received from mem-
bers of the public who owe outstanding
fees for information services under this
Order or the Freedom of Information
Act at this or another federal agency
will not be accepted until such debts
are resolved.

§1908.12

Mandatory Declassification Review
requests will not be accepted from an
individual who is not a citizen of the
United States or an alien lawfully ad-
mitted for permanent residence, nor
from a foreign government entity or
any representative thereof. Declas-
sification review requests will not be
accepted for documents required to be
submitted for prepublication review or
other administrative process pursuant
to an approved nondisclosure agree-
ment; for information that is the sub-
ject of pending litigation; nor for any
document or material containing infor-
mation contained within an oper-
ational file exempted from search and
review, publication, and disclosure
under the Freedom of Information Act.
If the Agency has reviewed the re-
quested information for declassifica-
tion within the past two years, the
Agency will not conduct another re-
view, but the Coordinator will notify
requester of this fact, the prior review
decision, and of applicable appeal
rights pursuant to section 3.5(e) of the
Order.

[76 FR 59033, Sept. 23, 2011]

Exceptions.

§1908.13 Requirements as to form.

The request shall describe the docu-
ment or material containing the infor-
mation with sufficient specificity to

§1908.21

enable the Agency to locate it with a
reasonable amount of effort.

[76 FR 59033, Sept. 23, 2011]

§1908.14 Fees.

(a) Form of payment. Fees may be paid
in cash, by a check drawn on or money
order made payable to the Treasurer of
the United States.

(b) Reproduction fees. Requesters sub-
mitting requests via NARA or the var-
ious Presidential libraries or making
requests directly to this Agency shall
be responsible for reproduction costs as
follows: Fifty cents per page and $10.00
per CD. There is a minimum fee of
$15.00 per request for reproductions.

(c) Search and review fees. Requesters
making requests directly to this agen-
cy also shall be liable for search and re-
view fees as follows.

(d) Search fees. Applicable fees will be
due even if our search locates no re-
sponsive information or some or all of
the responsive information must be
withheld under applicable authority.

(e) Computer searching. (1) Clerical/
Technical—$20.00 per hour (or fraction
thereof).

(2)  Professional/Supervisory—3$40.00
per hour (or fraction thereof).

(3) Manager/Senior Professional—
$72.00 per hour (or fraction thereof).

(f) Manual searching. (1) Clerical/
Technical—$20.00 per hour (or fraction
thereof).

(2) Professional/Supervisory—$40.00
per hour (or fraction thereof).

(3) Manager/Senior Professional—
$72.00 per hour (or fraction thereof).

(g) Document review. (1) Professional/
Supervisory—=$40.00 per hour (or frac-
tion thereof).

(2) Manager/Senior Professional—
$72.00 per hour (or fraction thereof).

(3) CIA will not charge review fees for
time spent resolving general legal or
policy issues regarding the responsive
information.

[76 FR 59033, Sept. 23, 2011]

§1908.21 Receipt,
tasking.

The Information and Privacy Coordi-
nator shall within ten (10) days record
each mandatory declassification review
request received under this part, ac-
knowledge receipt to the requester in

recording, and
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writing (if received directly from a re-
quester), and shall thereafter task the
originator and other interested parties.
Additional taskings, as required during
the review process, shall be accom-
plished within ten (10) days of notifica-
tion.

§1908.22 [Reserved]

§1908.23 Determination by originator
or interested party.

(a) In general. The originator of the
classified information (document) is a
required party to any mandatory de-
classification review request; other in-
terested parties may become involved
through a referral by the Coordinator
when it is determined that some or all
of the information is also within their
official cognizance.

(b) Required determinations: These par-
ties shall respond in writing to the Co-
ordinator with a finding as to the clas-
sified status of the information, includ-
ing the category of protected informa-
tion as set forth in section 1.4 of the
Order, and, if older than ten years, the
basis for the extension of classification
time under sections 1.5 and 3.3 of the
Order. These parties shall also indicate
whether withholding is otherwise au-
thorized and warranted in accordance
with sections 3.5(c) and 6.2(d) of the
Order.

(c) Time. This response shall be pro-
vided expeditiously on a ‘‘first-in, first-
out” basis taking into account the
business requirements of the originator
or interested parties and consistent
with the information rights of mem-
bers of the general public under the
Freedom of Information Act and the
Privacy Act.

[62 FR 32495, June 16, 1997, as amended at76
FR 59034, Sept. 23, 2011]

§1908.24 [Reserved]

§1908.31 Requirements as to time and
form.

Appeals of decisions must be received
by the Coordinator within forty-five
(45) days of the date of mailing of the
Agency’s initial decision. It shall iden-
tify with specificity the documents or
information to be considered on appeal
and it may, but need not, provide a fac-
tual or legal basis for the appeal.

32 CFR Ch. XIX (7-1-18 Edition)

§1908.32 Receipt, recording, and
tasking.
The Coordinator shall promptly

record each appeal received under this
part, acknowledge receipt to the re-
quester, and task the originator and
other interested parties. Additional
taskings, as required during the review
process, shall be accomplished within
ten (10) days of notification.

§1908.33 Designation of authority to
hear appeals.

(a) Appeals: Appeals of initial denial
decisions under the Mandatory Declas-
sification Request provisions of Execu-
tive Order 13526 shall be reviewed by
the Agency Release Panel, which shall
issue the final Agency decision.

(b) Membership: The Agency Release
Panel (ARP) is chaired by the Chief, In-
formation Review and Release Group
and composed of the Information Re-
view Officers from the various Direc-
torates and the Director, Central Intel-
ligence Agency area, as well as the rep-
resentatives of the various release pro-
grams and offices. The Information and
Privacy Coordinator also serves as Ex-
ecutive Secretary of the ARP.

(c) Decisions: The ARP shall meet on
a regular schedule and may take action
when a simple majority of the total
membership is present. Issues shall be
decided by a majority of the members
present. Any member of the ARP dis-
agreeing with the results of a vote may
appeal the decision in writing to the
Director, Information Management
Services (D/IMS). The appeal shall set
forth clearly and concisely the reasons
D/IMS should reverse the ARP’s deci-
sion. Upon receiving the written ap-
peal, D/IMS shall have ten business
days to affirm or reverse, in writing
the APR’s decision and shall so notify
the appellant. In the event of a dis-
agreement with any declassification
and release decision by D/IMS, Direc-
torate heads may appeal to the Asso-
ciate Deputy Director of CIA (ADD) for
resolution. The final Agency decision
shall reflect the vote of the ARP, un-
less changed by the D/IMS or the ADD.

[76 FR 59034, Sept. 23, 2011]
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§1908.34 Establishment of
structure.

(a) In general. Two administrative en-
tities have been established by the Di-
rector of Central Intelligence to facili-
tate the processing of administrative
appeals under the mandatory declas-
sification review provisions of this
Order. Their membership, authority,
and rules of procedure are as follows.

(b) Historical Records Policy Board
(““HRPB’’ or “Board’’). This Board, the
successor to the CIA Information Re-
view Committee, acts as the senior cor-
porate board in the CIA on all matters
of information review and release. It is
composed of the Executive Director,
who serves as its Chair, the Deputy Di-
rector for Administration, the Deputy
Director for Intelligence, the Deputy
Director for Operations, the Deputy Di-
rector for Science and Technology, the
General Counsel, the Director of Con-
gressional Affairs, the Director of the
Public Affairs Staff, the Director, Cen-
ter for the Study of Intelligence, and
the Associate Deputy Director for Ad-
ministration/Information Services, or
their designees. The Board, by major-
ity vote, may delegate to one or more
of its members the authority to act on
any appeal or other matter or author-
ize the Chair to delegate such author-
ity, as long as such delegation is not to
the same individual or body who made
the initial denial. The Executive Sec-
retary of the HRPB is the Director, In-
formation Management. The Chair may
request interested parties to partici-
pate when special equities or expertise
are involved.

(c) Agency Release Panel (““ARP’ or
“Panel’’). The HRPB, pursuant to its
delegation of authority, has estab-
lished a subordinate Agency Release
Panel. This Panel is composed of the
Director, Information Management,
who serves as its Chair; the Informa-
tion Review Officers from the Direc-
torates of Administration, Intel-
ligence, Operations, Science and Tech-
nology, and the Director of Central In-
telligence Area; the CIA Information
and Privacy Coordinator; the Chief,
Historical Review Group; the Chair,
Publications Review Board; the Chief,
Records Declassification Program; and
representatives from the Offices of
General Counsel and Congressional Af-

appeals
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fairs, and the Public Affairs Staff. The
Information and Privacy Coordinator
also serves as the Executive Secretary
of the Panel. The Panel advises and as-
sists the HRPB on all information re-
lease issues, monitors the adequacy
and timeliness of Agency releases, sets
component search and review prior-
ities, reviews adequacy of resources
available to and planning for all Agen-
cy release programs, and performs such
other functions as deemed necessary by
the Board. The Chair may request in-
terested parties to participate when
special equities or expertise are in-
volved. The Panel, functioning as a
committee of the whole or through in-
dividual members, will make final
Agency decisions from appeals of ini-
tial denial decisions under E.O. 12958.
Issues not resolved by the Panel will be
referred by the Panel to the HRPB.
Matters decided by the Panel or Board
will be deemed a final decision by the
Agency.

§1908.35 [Reserved]

§1908.36 Notification of decision and
right of further appeal.

The Executive Secretary of the Agen-
cy Release Panel shall promptly pre-
pare and communicate the final Agen-
cy decision to the requester, NARA, or
the particular Presidential Library.
That correspondence shall include a
notice, if applicable, that an appeal of
the decision may be made to the Inter-
agency Security Classification Appeals
Panel (ISCAP) established pursuant to
section 5.3 of the Order.

[76 FR 59034, Sept. 23, 2011]
FURTHER APPEALS

§1908.41 Right of further appeal.

A right of further appeal may be
available to the Interagency Security
Classification Appeals Panel estab-
lished pursuant to section 5.3 of the
Order. Action by that Panel will be the
subject of rules to be promulgated by
the Information Security Oversight Of-
fice.

[76 FR 59034, Sept. 23, 2011]
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PART 1909—ACCESS TO CLASSI-
FIED CIA INFORMATION BY HIS-
TORICAL RESEARCHERS AND
CERTAIN FORMER GOVERNMENT
PERSONNEL PURSUANT TO SEC.
4.4 OF EXECUTIVE ORDER 13526

Sec.

1909.1 Authority and purpose.

1909.2 Definitions.

1909.3 Contact for general information and
requests.

1909.4 Suggestions and complaints.

1909.5 Requirements as to who may apply.

1909.6 Designation of authority to waive
need-to-know and grant historical access
requests.

1909.7 Receipt, recording, and tasking.

1909.8 Determinations on requests for access
by former Presidents and Vice Presi-
dents, former Presidential and Vice Pres-
idential appointees or designees, and his-
torical researchers.

1909.9 Action by the ARP.

1909.10 Final CIA decision.

1909.11 Notification of decision.

1909.12 Termination of access.

AUTHORITY: Executive Order 13526, 75 FR
707, 3 CFR 2010 Comp., p. 298-327 (or successor
Orders).

SOURCE: 81 FR 64063, Sept. 19, 2016, unless
otherwise noted.

§1909.1 Authority and purpose.

(a) Authority. This part is issued
under the authority of and in order to
implement section 4.4 of Executive
Order 13526, as amended (or successor
Orders); section 1.6 of Executive Order
12333, as amended (or successor Orders);
section 102A of the National Security
Act of 1947, as amended; and section 6
of the Central Intelligence Agency Act
of 1947, as amended.

(b) Purpose. This part prescribes pro-
cedures for waiving the need-to-know
requirement for access to classified in-
formation with respect to persons:

(1) Requesting access to classified
CIA information as historical research-
ers;

(2) Requesting access to classified
CIA information as a former Presi-
dential or Vice Presidential appointee
or designee; or

(3) Requesting access to classified
CIA information as a former President
or Vice President.
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§1909.2 Definitions.

As used in this part:

Agency Release Panel or Panel or ARP
means the CIA Agency Release Panel
established pursuant to part 1900 of
this chapter.

CIA means the Unites States Central
Intelligence Agency.

Control means ownership or the au-
thority of the CIA pursuant to Federal
statute or legal privilege to regulate
official or public access to records.

Coordinator means the CIA Informa-
tion and Privacy Coordinator who
serves as the CIA manager of the his-
torical access process established pur-
suant to section 4.4 of the Order.

Days means business days. Three (3)
days may be added to any time limit
imposed on a requester by this part if
responding by U.S. domestic mail; ten
(10) days may be added if responding by
international mail;

Director of Security means the CIA of-
ficial responsible for making deter-
minations regarding all security and
access approvals and overseeing execu-
tion of the necessary secrecy, non-
disclosure, and/or prepublication re-
view agreements as may be required.

Former Presidential or Vice Presidential
appointee or designee means any person
who has previously occupied a senior
policy-making position in the Execu-
tive branch of the United States Gov-
ernment to which they were appointed
or designated by the current or a
former President or Vice President.

Historical researcher means any indi-
vidual with professional training in the
academic field of history (or related
fields such as journalism) engaged in a
historical research project that is in-
tended for publication (or any similar
activity such as academic course devel-
opment) and that is reasonably in-
tended to increase the understanding of
the American public regarding the op-
erations and activities of the United
States Government. This term also
means anyone selected by a former
President or Vice President, or by a
former Presidential or Vice Presi-
dential appointee or designee, to assist
them in historical research as a re-
search associate.
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Information means any knowledge
that can be communicated or documen-
tary material, regardless of its phys-
ical form that is owned by, produced by
or for, or is under the control of the
United States Government.

Interested party means any official in
the executive, congressional, or judi-
cial branches of government, United
States or foreign, or U.S. Government
contractor who, in the sole discretion
of the CIA, has a subject matter or
physical interest in the documents or
information at issue;

Originator means the CIA officer who
originated the information at issue, or
successor in office, or a CIA officer who
has been delegated declassification au-
thority for the information at issue in
accordance with the provisions of the
Order.

Order means Executive Order 13526 of
December 29, 2009 and published at 75
FR 707 (or successor Orders).

Senior Agency Official means the offi-
cial designated by the DCIA under sec-
tion 5.4(d) of the Order to direct and
administer the CIA’s program under
which information is classified, safe-
guarded, and declassified.

§1909.3 Contact for general informa-
tion and requests.

For general information on this part,
to inquire about access to CIA informa-
tion under this part, or to make a for-
mal request for such access, please di-
rect your communication in writing to
the Information and Privacy Coordi-
nator, Central Intelligence Agency,
Washington, DC 20505. Inquiries will
also by accepted by facsimile at (703)
613-3007. For general information only,
the telephone number is (703) 613-1287.
Collect calls cannot be accepted.

§1909.4 Suggestions and complaints.

The CIA welcomes suggestions, com-
ments, or complaints with regard to its
administration of the historical access
provisions of Executive Order 13526.
Members of the public shall address all
such communications to the CIA Infor-
mation and Privacy Coordinator. The
CIA will respond as determined feasible
and appropriate under the cir-
cumstances.

§1909.5

§1909.5 Requirements as to who may
apply.

(a) Historical researchers—(1) In gen-
eral. Any historical researcher as de-
fined above may submit a request in
writing to the Coordinator to be given
access to classified information for
purposes of that research. Any such re-
quest shall indicate the nature, pur-
pose, and scope of the research project.

(2) Additional considerations. In light
of the very limited Agency resources,
it is the policy of the Agency to con-
sider applications for access by histor-
ical researchers (other than research
associates) only in those instances
where the researcher’s needs cannot be
satisfied through requests for access to
reasonably described records under the
Freedom of Information Act or the
mandatory declassification review pro-
visions of Executive Order 13526, and
where issues of internal resource avail-
ability and fairness to all members of
the historical research community mil-
itate in favor of a particular grant.

(b) Former Presidential and Vice
Presidential appointees or designees.
Any former Presidential or Vice Presi-
dential appointee or designee as de-
fined herein may also submit a request
to be given access to any classified
items which they originated, reviewed,
signed, or received while serving in
that capacity. Requests from such ap-
pointees or designees shall be in writ-
ing to the Coordinator and shall iden-
tify the records containing the classi-
fied information of interest. Such ap-
pointees or designees may also request
approval for a research associate, but
there is no entitlement to such en-
largement of access and the decision in
this regard shall be in the sole discre-
tion of the Senior Agency Official.

(c) Former Presidents and Vice Presi-
dents. Any former President or Vice
President may submit a request for ac-
cess to classified CIA information. Re-
quests from former Presidents or Vice
Presidents shall be in writing to the
Coordinator and shall identify the
records containing the classified infor-
mation of interest. A former President
or Vice President may also request ap-
proval for a research associate, but
there is no entitlement to such en-
largement of access and the decision in
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this regard shall be in the sole discre-
tion of the Senior Agency Official

§1909.6 Designation of authority to
waive need-to-know and grant his-
torical access requests.

(a) The Agency Release Panel (ARP) is
designated to review requests and shall
issue a recommendation to the Senior
Agency Official who shall issue the
final CIA decision whether or not to
waive the need-to-know and grant re-
quests for access by historical re-
searchers, by former Presidential and
Vice Presidential appointees and des-
ignees, or by former Presidents and
Vice Presidents under Executive Order
13526 (or successor Orders) and these
regulations.

(b) ARP Membership. The ARP is
chaired by the Director, Information
Management Services and composed of
the Chief, Information Review and Re-
lease Group, the Chief, Classification
Management Program Office, the Infor-
mation Review Officers from the var-
ious Directorates and the DCIA area,
as well as the representatives of the
various release programs and offices
within CIA. The Information and Pri-
vacy Coordinator also serves as Execu-
tive Secretary of the ARP.

§1909.7 Receipt,
tasking.

recording, and

The Information and Privacy Coordi-
nator shall within ten (10) days make a
record of each request for access re-
ceived under this part, acknowledge re-
ceipt to the requester in writing, and
take the following actions:

(a) Compliance with general require-
ments. The Coordinator shall review
each request under this part and deter-
mine whether it meets the general re-
quirements as set forth in §1909.5 and
notify the requester that the request
has been accepted for consideration if
it does. If it does not, the Coordinator
shall so notify the requester and ex-
plain the basis for this decision and
any steps that can be taken to perfect
the request.

(b) Action on requests meeting general
requirements. For requests which meet
the requirements of §1909.5, the Coordi-
nator shall thereafter task the Direc-
tor, Center for the Study of Intel-
ligence, the originator(s) of the infor-
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mation for which access is sought, and
other interested parties to review the
request and provide their input con-
cerning whether or not the required de-
terminations set forth in §1909.8 can be
made. Additional taskings may be di-
rected as required during the review
process.

§1909.8 Determinations on requests
for access by former Presidents and
Vice Presidents, former Presi-
dential and Vice Presidential ap-
pointees or designees, and histor-
ical researchers.

(a) Required determinations for former
Presidents and Vice Presidents. In order
to recommend approval of an access re-
quest made by a former President or
Vice President, the ARP must make
the following determinations in writ-
ing:

(1) That the access is consistent with
the interest of national security;

(2) That a nondisclosure agreement
has been or will be executed by the re-
quester and other appropriate steps are
taken to assure that classified informa-
tion will not be disclosed or otherwise
compromised;

(3) That a CIA prepublication review
agreement has been or will be executed
by the requester which provides for a
review of notes and any resulting
manuscript; and,

(4) That appropriate steps can be
taken to ensure that the information is
safeguarded in a manner consistent
with Executive Order 13526.

(b) Required determinations for former
Presidential and Vice Presidential ap-
pointees or designees. In order to rec-
ommend approval of an access request
made by a former Presidential or Vice
Presidential appointee or designee, the
ARP must make the following deter-
minations in writing:

(1) That the requester has previously
occupied a senior policy-making posi-
tion to which the requester was ap-
pointed or designated by the President
or Vice President;

(2) That the access is consistent with
the interest of national security;

(3) That a nondisclosure agreement
has been or will be executed by the re-
quester and other appropriate steps are
taken to assure that classified informa-
tion will not be disclosed or otherwise
compromised;
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(4) That a CIA prepublication review
agreement has been or will be executed
by the requester which provides for a
review of notes and any resulting
manuscript;

(6) That appropriate steps can be
taken to ensure that the information is
safeguarded in a manner consistent
with Executive Order 13526; and,

(6) That access will be limited to
items that the person originated, re-
viewed, signed, or received while serv-
ing as a Presidential or Vice Presi-
dential appointee or designee.

(c) Required determinations for a re-
search associate of a former President or
Vice President, or of a former Presidential
or Vice Presidential appointee or designee.
In order to recommend approval of a
request for historical access by a re-
search associate, the ARP must make
the following determinations in writ-
ing:

(1) That the requester has been se-
lected as a research associate of a
former President or Vice President, or
of a Presidential or Vice Presidential
appointee or designee;

(2) That the access is consistent with
the interest of national security, and
one factor in that determination is
that an appropriate security check has
been conducted and a security clear-
ance or access has been issued by an
appropriate U.S. Government agency;

(3) That a nondisclosure agreement
has been or will be executed by the re-
quester and other appropriate steps are
taken to assure that classified informa-
tion will not be disclosed or otherwise
compromised;

(4) That a CIA prepublication review
agreement has been or will be executed
by the requester which provides for a
review of notes and any resulting
manuscript;

(6) That appropriate steps can be
taken to ensure that the information is
safeguarded in a manner consistent
with Executive Order 13526; and,

(6) That, in the case of a former Pres-
idential or Vice Presidential appointee
or designee, access by the research as-
sociate will be limited to items that
the Presidential or Vice Presidential
appointee or designee who selected the
research associate originated, re-
viewed, signed, or received while serv-

§1909.9

ing as a Presidential or Vice Presi-
dential appointee or designee.

(d) Required determinations for a his-
torical researcher (other than a research
associate). In order to recommend ap-
proval of an access request made by a
historical researcher (other than a re-
search associate to which paragraph (c)
of this section applies) the ARP must
make the following determinations in
writing:

(1) That a serious professional or
scholarly research project by the re-
quester is contemplated;

(2) That the access is consistent with
the interest of national security, and
one factor in that determination is
that an appropriate security check has
been conducted and a security clear-
ance or access has been issued by an
appropriate U.S. Government agency;

(3) That a nondisclosure agreement
has been or will be executed by the re-
quester, and other appropriate steps
are taken to assure that classified in-
formation will not be disclosed or oth-
erwise compromised;

(4) That a CIA prepublication review
agreement has been or will be executed
by the requester, which provides for a
review of notes and any resulting
manuscript;

(5) That the information requested is
reasonably accessible and can be lo-
cated and compiled with a reasonable
effort;

(6) That it is reasonably expected
that substantial and substantive Gov-
ernment documents and/or information
will be amenable to declassification
and release and/or publication;

(7) That sufficient resources are
available for the administrative sup-
port of the historical researcher given
current requirements; and,

(8) That the request cannot be satis-
fied to the same extent through re-
quests for access to reasonably de-
scribed records under the Freedom of
Information Act or the Mandatory De-
classification Review provisions of Ex-
ecutive Order 13526.

§1909.9 Action by the ARP.

The ARP shall meet on a regular
schedule and may take action when a
simple majority of the total member-
ship is present. A recommendation to
the Senior Agency Official concerning
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whether or not to grant requests for ac-
cess to classified CIA information by
former Presidents or Vice Presidents,
by former Presidential or Vice Presi-
dential appointees or designees, or by
historical researchers shall be made by
a majority vote of the members
present.

§1909.10 Final CIA decision.

(a) Upon receipt of a recommenda-
tion by the ARP concerning whether or
not to grant access to classified CIA in-
formation under this part, the Senior
Agency Official may, in his sole discre-
tion, waive the need-to-know require-
ment and approve such access only if
he or she:

(1) Determines in writing that access
is consistent with the interests of na-
tional security;

(2) Takes appropriate steps to protect
classified information from unauthor-
ized disclosure or compromise and en-
sures that the information is safe-
guarded in a manner consistent with
Executive Order 13526; and,

(3) Limits any access granted to
former Presidential or Vice Presi-
dential appointees and designees (or
any research associate they select) to
the items that the former Presidential
or Vice Presidential appointee or des-
ignee originated, reviewed, signed, or
received while serving in that capacity.

(b) The Director of the Central Intel-
ligence Agency reserves the authority
to make a superseding decision con-
cerning whether or not to waive the
need-to-know requirement and to grant
access to classified CIA information
under this part in any case only if he
or she:

(1) Determines in writing that access
is consistent with the interests of na-
tional security;

(2) Takes appropriate steps to protect
classified information from unauthor-
ized disclosure or compromise, and en-
sures that the information is safe-
guarded in a manner consistent with
Executive Order 13526; and,

(3) Limits any historical access
granted to former Presidential or Vice
Presidential appointees and designees
(or any research associate they select)
to the items that the former Presi-
dential or Vice Presidential appointee
or designee originated, reviewed,
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signed, or received while serving in
that capacity.

(c) The Senior Agency Official also
may make a determination that a suc-
cessive request for historical access
falls within the scope of an earlier
waiver of the ‘‘need-to-know’’ criterion
under section 4.4 of the Order, so long
as the extant waiver is no more than
two years old.

§1909.11 Notification of decision.

The Executive Secretary shall inform
the requester of the final CIA decision
and, if favorable, shall manage the ac-
cess for such period of time as deemed
required, but in no event for more than
two years unless renewed by the Senior
Agency Official, in accordance with the
requirements of this part for waiving
need-to-know and granting access in
the first instance.

§1909.12 Termination of access.

The Coordinator shall cancel any au-
thorization and deny any further ac-
cess whenever the Director of Security
cancels the security clearance of any
person who has been granted access to
classified CIA information under the
part; or whenever the Senior Agency
Official, or the Director of the Central
Intelligence Agency, determines that
continued access would no longer be
consistent with the requirements of
this part; or at the conclusion of the
authorized period of up to two years if
there is no renewal under §1909.11.

PART 1910—DEBARMENT AND
SUSPENSION PROCEDURES

AUTHORITY: 50 U.S.C. 401-442; 50 U.S.C.
403a—403u; 48 CFR ch. 1, subpart 9.4.

§1910.1 General.

The Central Intelligence Agency
(CIA), in accordance with its authori-
ties under the Central Intelligence
Agency Act of 1949, as amended, and
the National Security Act of 1947, as
amended, has an established debarment
and suspension process in accordance
with subpart 9.402(d) of the Federal Ac-
quisition Regulation (FAR). This proc-
ess and the causes for debarment and
suspension are consistent with those
found in FAR 9.406 and 9.407. The rights
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of CIA contractors in all matters in-
volving debarment and suspension are
hereby governed by the provisions of
subpart 9.4 of the FAR.

[69 FR 63064, Oct. 29, 2004]

PART 1911—SPECIAL PROCEDURES
FOR DISCRETIONARY ACCESS TO
CLASSIFIED HISTORICAL CENTRAL
INTELLIGENCE AGENCY
RECORDS REQUESTED BY OTHER
FEDERAL AGENCIES

Sec.
1911.1
1911.2

Authority and purpose.

Definitions.

1911.3 Applicability.

1911.4 Federal agency requests for access
and processing procedures.

AUTHORITY: 50 U.S.C. 3001 et seq.; 50 U.S.C.
3141 et seq.; Executive Order 13526, 75 FR 707,
3 CFR 2010 Comp., p. 298-327, (or successor
Orders); Executive Order 12333, 40 FR 235, 3
CFR 1981 Comp., p. 200 (or successor Orders).

SOURCE: 81 FR 52591, Aug. 9, 2016, unless
otherwise noted.

§1911.1 Authority and purpose.

(a) Authority. This part is issued
under the authority of the National Se-
curity Act of 1947, as amended, the
Central Intelligence Agency Act of
1949, as amended, Executive Order 13526
(or successor Orders), and section 1.6 of
Executive Order 12333, as amended (or
successor Orders).

(b) Purpose. This part prescribes pro-
cedures for providing, as a matter of
discretion, appropriately cleared staff
and contractor personnel of other Fed-
eral agencies with access to classified
historical CIA records that their agen-
cy has requested when such access is
not expressly required by statute.

§1911.2 Definitions.

As used in this part:

Agency Release Panel (ARP) means the
CIA Agency Release Panel set forth in
part 1900 of this chapter.

CIA means the United States Central
Intelligence Agency.

Control means ownership or the au-
thority of the CIA pursuant to Federal
statute or privilege to regulate official
or public access to records.

Federal agency means any executive
department, military department or

§1911.4

other establishment or entity included
in the definition of agency in 5 U.S.C.
5562(f).

Information means any Kknowledge
that can be communicated or documen-
tary material, regardless of its phys-
ical form that is owned by, produced by
or for, or is under the control of the
United States Government.

Interested party means any official in
the executive, military, congressional,
or judicial branches of government,
United States or foreign, or under U.S.
Government contract who, in the sole
discretion of the CIA, has a subject
matter or physical interest in the doc-
uments or information at issue.

Records mean records as defined by 44
U.S.C. 3301.

§1911.3 Applicability.

This part does not apply to requests
for access to current information or
finished intelligence that is routinely
disseminated to other Federal agencies
in support of the CIA’s intelligence,
counterintelligence, or special activi-
ties responsibilities, or for administra-
tive purposes. This part applies to spe-
cial requests for access to classified
historical CIA records in furtherance of
historical research and not expressly
required by statute that fall outside of
the regular channels and procedures
that CIA has already established to
provide information to U.S. Govern-
ment customers. Examples include, but
are not limited to, a Federal agency,
including a branch of the military, con-
ducting research in preparation for the
production of a set of historical stud-
ies, an official agency history, or a re-
view of past military activities, that
require access to classified historical
CIA records.

§1911.4 Federal agency requests for
access and processing procedures.

(a) Federal agency requests. Cleared
staff and contractor personnel, work-
ing for a Federal agency, and seeking
access to classified CIA historical
records in an official capacity, shall
send the request to the CIA Informa-
tion and Privacy Coordinator (Coordi-
nator) identifying the particular
records needed, the purpose for which
the records are needed, whether declas-
sification of the information contained
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in the records will be required, and the
position and security clearances or se-
curity approvals held by the requester.

(b) Special procedures. The Coordi-
nator shall review the request and so-
licit input from the Director of the
Center for the Study of Intelligence
and other interested parties concerning
whether or not the required determina-
tions set forth in paragraph (c) of this
section can be made. After considering
any input received, the Coordinator
will either make or not make the de-
terminations set forth in paragraph (c),
in consultation with the ARP, and for-
ward the request and the Coordinator’s
recommendation to the Chief, Informa-
tion Review and Release Group (IRRG),
Information Management Services for
decision on whether or not to provide
the access requested. A negative deter-
mination by the Chief of IRRG shall be
reviewed by the Director, Information
Management Services, who shall issue
the final CIA decision whether or not
to grant the request for access.

(c) Determinations. As a condition
precedent for access, the Coordinator
must make all of the following deter-
minations with respect to each request:

(1) That the requester is a current
staff employee or contractor of the
U.S. Government;

(2) That the requester is currently
cleared, or security approved, for ac-
cess to classified information and that
the specific clearance or security ap-
proval and access levels of that indi-
vidual has been officially recorded;

(3) That the scope of the request for
information is clearly delineated;

(4) That the information requested is
reasonably accessible and can be lo-
cated and compiled with a reasonable
effort;

(5) That a nondisclosure agreement
with a prepublication review clause has
been executed by the requester;

(6) That all notes and any resulting
document will be appropriately safe-
guarded, that further access will be ap-
propriately limited, and that no fur-
ther dissemination of information such
as that marked ORCON (Dissemination
and Extraction of Information Con-
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trolled by Originator) or HUMINT
(Human Intelligence) shall be made be-
yond the requesting agency unless CIA
permission is obtained;

(7) That if the resulting document
containing CIA information or equities
is intended to be declassified, the docu-
ment will be submitted to the Coordi-
nator for declassification review;

(8) That the information and docu-
ments will remain classified until a
final declassification review and re-
lease decision is made by CIA; and,

(9) That the request for access is an
official agency request, made in the re-
quester’s official capacity on behalf of
the requester’s agency.

(d) Limitations. (1) With respect to re-
quests for access to CIA information
and equities residing outside of CIA,
upon a favorable CIA determination in
accordance with paragraph (c) of this
section, the CIA will notify both the
requester and the agency holding the
records with CIA equities. The re-
quester will need to follow the access
requirements of the agency holding the
records in addition to any access re-
quirements mandated by CIA.

(2) If access to classified historical
CIA records is granted, as a rule, such
access shall be provided on CIA prem-
ises only. No copies of any classified
historical CIA records shall be provided
to the requester for reference and use
on requester premises without the ex-
press approval of the Director, Infor-
mation Management Services. In ex-
ceptional cases, if the provision of clas-
sified CIA historical records to the re-
quester for reference and use on re-
quester premises is permitted, the clas-
sified CIA historical records provided
shall not be disclosed or disseminated
beyond the requesting agency, and
shall be returned to CIA or destroyed
when use of the records has ended.
Similarly, any notes taken that are de-
rived from classified historical CIA
records that have been accessed in ac-
cordance with this part shall not be
disclosed or disseminated beyond the
requesting agency.
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